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August 2, 2019 

 
Submitted electronically through https://www.regulations.gov/docket?D=FTC-2019-0019  
 
David Lincicum and Allison M. Lefrak 
Division of Privacy and Identity Protection 
Bureau of Consumer Protection 
Federal Trade Commission  
600 Pennsylvania Avenue, N.W., Suite CC-5610 (Annex B) 
Washington, DC 20580 
 

Re: Safeguards Rule, 16 CFR part 314, Project No. P14507 

Dear Mr. Lincicum and Ms. Lefrak: 

The Clearing House Association L.L.C (“The Clearing House”)1 appreciates the opportunity to comment 
on the Federal Trade Commission’s (“FTC”) April 4, 2019 Notice of Proposed Rulemaking and Request for 
Public Comment entitled “Standards for Safeguarding Customer Information,”2 regarding the FTC’s 
Gramm-Leach-Bliley Act (“GLBA”) Safeguards Rule, codified at 16 C.F.R. part 314 (the “Safeguards Rule” 
or “Rule”).   

The Clearing House commends the FTC for proposing to provide more specific requirements for FTC-
regulated institutions, including for their information security programs.  These entities, including 
financial technology (“Fintech”) companies, often engage in activities that are similar to many activities 
undertaken by banks subject to oversight by the federal prudential regulators.  Financial institutions 
subject to the FTC’s Safeguards Rule jurisdiction often collect and maintain many or all of the same data 
elements maintained by other financial institutions.   

As explained further below and in our November 2016 letter in response to the FTC’s 2016 request for 
public comment3 (attached), since the adoption of the Safeguards Rule, the Fintech industry has grown 

                                                        
1  The Clearing House Association L.L.C is a nonpartisan organization that engages in research, analysis, 

advocacy and litigation focused on financial regulation that supports a safe, sound and competitive 
banking system.  

 
2  Standards for Safeguarding Customer Information, 84 Fed. Reg. 13,158 (proposed Apr. 4, 2019) (to be 

codified at 16 C.F.R. pt. 314) (the “NPRM” or “Proposed Rule”). 
 
3  Standards for Safeguarding Customer Information, 81 Fed. Reg. 61,632 (Sept. 7, 2016). 
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rapidly, in parallel with, and on the foundation of, innovations in the technology and financial sectors.  
This has included an expansion, especially by alternative payment providers (“APPs”) and data 
aggregators, into services traditionally offered exclusively by banks.4  These companies hold vast 
amounts of consumer financial data.  Proper handling of that information is essential both to the 
security of the information and to the safety and soundness of the financial system.  As such, enhancing 
the security requirements that apply to these entities is critical to ensuring that consumers’ financial 
information is protected regardless of the type of financial institution that maintains that information. 

While the FTC’s proposed revisions to the Safeguards Rule represent a substantial improvement over 
the status quo, The Clearing House remains concerned about the important differences that remain 
between the standards to which traditional financial institutions regulated by the prudential regulators 
are subject and those that the FTC has proposed in the NPRM.  This is particularly concerning when 
institutions are subject to the FTC’s jurisdiction, on the one hand, and those that are subject to the 
prudential regulators’ jurisdiction, on the other, are engaged in functionally equivalent activities and 
often hold identical kinds of information. 

In order to protect the confidentiality, integrity, and availability of consumer information on Fintech 
platforms, as well as the safety and soundness of the financial system, The Clearing House recommends 
that the FTC further strengthen the Safeguards Rule, beyond the enhancements proposed in the NPRM.  
At least with respect to large Fintech companies, these requirements should be more akin to the rules 
applicable to banks under the Federal Financial Institutions Examination Council (“FFIEC”) Interagency 
Guidelines Establishing Information Security Standards (“Interagency Guidelines”).   

EXECUTIVE SUMMARY 

In this letter, The Clearing House seeks to provide general feedback on the Proposed Rule.  Our response 
also provides feedback on some of the particular questions posed by the NPRM, including “whether the 
use of the number of customers concerning whom the financial institution retains customer information 
is the most effective way to determine which financial institutions should be exempted,”5 and “whether 
adding a breach notification requirement to the Rule would benefit consumers.”6 

                                                                                                                                                                                   
 
4  For more information about APPs and data aggregators and their particular functionality, please see our  

November 2016 comment letter at 4-9. 
 

5  NPRM, 84 Fed. Reg. at 13,171. 
 
6  Id. at 13,170 n.123. 
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As described in our November 2016 comment letter, much has changed since the Safeguards Rule was 
promulgated in 2002.  Those changes have only continued in the last few years.  As a result of the 
growth of the Fintech industry, many Fintech companies hold substantial and constantly-increasing 
volumes of highly sensitive consumer financial information.  While the proposed revisions to the 
Safeguards Rule would make enhancements to the security requirements that apply to these 
companies, the Proposed Rule is still lacking in comparison to the requirements that apply to banks.  The 
changes in technology and economic conditions that have led to the explosive and continued growth of 
the Fintech sector continue to warrant the adoption of stricter, more robust data security requirements 
under the FTC Safeguards Rule, at least for Fintech companies. 

As described in further detail below: 

 Since 2016, the Fintech sector has continued to grow and expand into services 
traditionally provided by banks; however, appropriate security continues to lag.  
Studies show that overall investment in Fintech continues to grow rapidly, as does the 
number of consumers using these services.  This investment and growth has not, 
however, been met by appropriate investment in security for these entities.  The 
consumer risks from lax security in Fintech are exacerbated by the fact that many of the 
terms and conditions in Fintech offerings absolve the company of liability in the event 
of fraud.  While Congress, regulators, and self-regulatory organizations have worked to 
improve standards and guidance applicable to certain industries and across the 
economy, the Safeguards Rule remains the primary regulatory standard applicable to 
Fintech companies. 

 Despite the risks, while the Proposed Rule would make a number of improvements, 
gaps between the regulatory data security requirements in the Proposed Rule and the 
data security standards that apply to banks would remain.  While both banks and many 
Fintech companies are subject to the GLBA data security requirements, banks are 
subject to detailed regulations and guidance documents promulgated by the financial 
regulatory agencies that make up the FFIEC, whereas Fintech companies are subject 
only to the FTC’s Safeguards Rule.  While the Proposed Rule has closed some of the key 
gaps we identified in our 2016 letter between these two regimes, key differences 
remain, including the level of detail, and the standards regarding board and 
management involvement, employee background checks, authentication, and data 
breach notification.  The lighter substantive regulatory requirements, combined with 
limited liability pursuant to the terms and conditions described above, as well as the 
exceedingly low risk of enforcement action or monetary penalty resulting from 
noncompliance, would still result in materially weaker data security protections for 
consumers’ financial information held by Fintech companies under the Proposed Rule 
as compared to the protections in place for banks when both are engaged in the same 
activities. 
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 The Clearing House recommends that the FTC enhance the Safeguards Rule by looking 
to the FFIEC requirements and guidance as models.  The FFIEC Interagency Guidelines 
and IT Examination Handbook have been implemented by financial institutions and 
vendors across the country for several years and are comprehensive in their coverage.  
They therefore represent more appropriate models for the FTC to leverage in revising 
the Safeguards Rule rather than looking to the newer, less comprehensive, and less 
widely adopted New York Department of Financial Services (“NYDFS”) Cybersecurity 
Requirements for Financial Services Companies or National Association of Insurance 
Commissioners (“NAIC”) Insurance Data Security Model Law. 

I. Since the FTC’s 2016 Request for Comment, the Fintech Sector Has Continued to Grow and 
Expand into Traditional Bank Services.   

In recent years, the Fintech industry has continued to evolve, in parallel with, and on the foundation of, 
innovations in the technology and financial sectors.  This has included a continued expansion of the 
services offered by Fintech companies into many traditional banking services, especially by APPs, 
including peer-to-peer (“P2P”) payment services, and data aggregators.  Aggregators often gain direct 
access to consumers’ financial accounts (including through the collection, storage, and use of financial 
account credentials).7 

Rapid growth in this industry continues.  According to Forbes, “overall investment in [F]intech surged in 
2018, hitting $55 billion worldwide, double the year before.”8  Other estimates suggest the number 
could be substantially higher; for example, KPMG’s biannual Fintech study found that total global 
investment dollars across mergers and acquisitions, private equity, and venture capital more than 
doubled year-over-year in 2018 to $111.8 billion, with $52.5 billion in investments in the U.S. alone 
(primarily through M&A).9   

                                                        
7  Financial account credentials include bank-issued consumer account passwords and account IDs, as well 

as the consumer’s pre-arranged responses to the banks’ security questions.  This information, if 
compromised, could be used by criminals in an attempt to defeat banks’ authentication protocols. 

 
8  Jeff Kauflin et al., The Most Innovative Fintech Companies in 2019, Forbes (Feb. 4, 2019),  

https://www.forbes.com/fintech/2019/#328bea7a2b4c.  
 

9  KPMG, The Pulse of Fintech 2018: Biannual Global Analysis of Investment in Fintech at 2-3 (Feb. 13, 2019), 
https://assets.kpmg/content/dam/kpmg/xx/pdf/2019/02/the-pulse-of-fintech-2018.pdf.  
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Nineteen of Forbes’ “2019 Fintech 50” were valued at $1 billion or more.10  A number of the additions to 
this year’s Forbes list included payments technology companies.11  Among the Fintech 50 are companies 
that use data aggregation, including:  

• Acorns, an application-based investment vehicle.  Acorns links to users’ credit cards and 
checking accounts, then “rounds up” credit card transactions, withdraws the additional 
funds from the users’ checking accounts, and invests the money in user-selected 
investment portfolios.  While Acorns vaguely boasts on the sign-up page that it is 
“Protected with Bank Level Security,”12 its staff of nearly 250 people boasts just a single 
employee (an “Information Security Engineer”) with a clear security responsibility.13 

• Even, a budgeting and savings application that links to users’ bank accounts, collects 
information about upcoming bills, and estimates remaining funds to spend.  Even 
assures customers that it can be trusted with their bank information by citing their 
Better Business Bureau rating and noting that it employs end-to-end encryption for 
users’ connections with Even and that “Even’s systems have been audited for security 
and compliance and regularly undergo security and privacy audits by some of the 
nation’s largest employers.”14 

• Plaid, which connects APPs, such as Venmo and personal finance sites, “to users’ bank 
accounts to transfer and track funds and speed up authentication.”15  For example, its 
“Auth” product “pulls users’ account and routing information instantly,” and its 
“Identity” product “confirms users’ identities with what’s on file at the bank—in other 

                                                        
10  Jeff Kauflin et al., The Most Innovative Fintech Companies in 2019, Forbes (Feb. 4, 2019),  

https://www.forbes.com/fintech/2019/#328bea7a2b4c.  
 

11  Id. 
 
12  Acorns, Create Account, https://signup.acorns.com/ (last visited July 29, 2019). 
 
13  Acorns, About, Our Team, https://www.acorns.com/about/team/ (last visited July 29, 2019). 
 
14  Even, FAQs, Connecting Your Bank and Security & Privacy, https://even.com/faq (last visited July 29,  

2019). 
 

15  FinTech 50, Plaid, Forbes (Feb. 4, 2019),  
https://www.forbes.com/companies/plaid/?list=fintech/#6fe827cc60d0 (last visited July 29, 2019).  
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words, their name, phone number, address, and email.”16  Plaid’s entire business model 
is to provide the data that other companies—like the companies described above and in 
The Clearing House’s November 2016 letter—are using; its growth and valuation are 
driven by the number of customers to whom it is providing data.  Plaid claims on its 
website that “tens of millions of people in North America (and counting) have 
successfully connected their accounts to apps they love using Plaid,” and that it has 
analyzed over ten billion transactions.17  And, due to recent developments in its Auth 
product, Plaid’s application programming interface (“API”) can now connect to all 
11,500 U.S. banks and credit unions, irrespective of the technology used by any 
particular financial institution.18  According to Forbes, Plaid is valued at $2.65 billion, 
and “[o]ne in four Americans with a bank account now uses Plaid (probably without 
realizing it).”19   

Statista market analysis determined that digital payments is the largest Fintech market segment, with an 
expected total transaction value of over $4 trillion in 2019 worldwide,20 and nearly $1 trillion in the 
United States alone.21  Annual growth for the next 4 years is expected to be 8.6% in the United States 
and 12.8% worldwide, for an annual worldwide transaction value of nearly $6.7 trillion in 2023.22   

                                                        
16  Plaid, Use Cases: Banking and Brokerage, https://plaid.com/use-cases/banking-and-brokerage/ (last 

visited July 29, 2019). 
 
17  Plaid, Inc., https://plaid.com/ (last visited July 29, 2019); Plaid, About Us: Company, 

https://plaid.com/company/ (last visited July 29, 2019).  
 
18  See Ron Miller, Plaid Expands Financial Service API to Include All US Banks, TechCrunch (Feb. 5, 2019),  

https://techcrunch.com/2019/02/05/plaid-expands-finance-api-to-include-all-us-banks/. 
 

19  FinTech 50, Plaid, Forbes (Feb. 4, 2019),  
https://www.forbes.com/companies/plaid/?list=fintech/#6fe827cc60d0.  
 

20  Market Directory: FinTech Worldwide, Statista,  
https://www.statista.com/outlook/295/100/fintech/worldwide (last visited July 29, 2019).  
 

21  Market Directory: FinTech United States, Statista,  
https://www.statista.com/outlook/295/109/fintech/united-states (last visited July 29, 2019).  
 

22  Market Directory: Digital Payments United States, Statista,  
https://www.statista.com/outlook/296/109/digital-payments/united-states (last visited July 29, 2019); 
Market Directory: Digital Payments Worldwide, Statista, 
https://www.statista.com/outlook/296/100/digital-payments/worldwide (last visited July 29, 2019).  
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Personal finance and “alternative lending” have consistently been the second and third biggest market 
segments in recent years, per Statista, with total transaction value for personal finance nearly doubling 
year-over-year worldwide in 2019 to over $1 trillion dollars, and alternative lending reaching almost 
$250 billion worldwide in 2019 (and over $750 billion and nearly $8.5 billion, respectively, in the United 
States).23  In 2019, Statista estimates that over 270 million Americans use digital payments and nearly 50 
million people worldwide (including 10 million Americans) use Fintech personal finance offerings.24  
According to TransUnion, Fintech companies issued 38% of all U.S. personal loans in 2018, up only 
marginally year-over-year, but up from a mere 5% in 2013.25 

Despite the rapid growth and significant dollars being invested in the growing Fintech market, real 
security vulnerabilities remain.  For example, according to a recent study sponsored by the Center for 
Financial Inclusion, “the integrity of data gathered from mobile money applications varied dramatically 
across the sample,” and “neither presence in a developed market nor company maturity predicted 

                                                        
23  Market Directory: Personal Finance Worldwide, Statista, 

https://www.statista.com/outlook/298/100/personal-finance/worldwide (last visited July 29, 2019); 
Market Directory: Alternative Lending Worldwide, Statista, 
https://www.statista.com/outlook/399/100/alternative-lending/worldwide (last visited July 29, 2019); 
Market Directory: Personal Finance United States, Statista, 
https://www.statista.com/outlook/298/109/personal-finance/united-states (last visited July 29, 2019); 
Market Directory: Alternative Lending United States, Statista, 
https://www.statista.com/outlook/399/109/alternative-lending/united-states (last visited July 29, 2019). 

 
24  Market Directory: Digital Payments United States, Statista, 

https://www.statista.com/outlook/296/109/digital-payments/united-states (last visited July 29, 2019); 
Market Directory: Personal Finance Worldwide, Statista, 
https://www.statista.com/outlook/298/100/personal-finance/worldwide (last visited July 28, 2019); 
Market Directory: Personal Finance United States, Statista, 
https://www.statista.com/outlook/298/109/personal-finance/united-states (last visited July 29, 2019). 
Statista defines the “digital payments” market as payments for products and services made online and 
mobile payments at point-of sale via smartphone applications, and defines “personal finance” market as 
automated investment services and cross-border fund transfers between private users. Market Directory: 
Digital Payments Worldwide, Statista, https://www.statista.com/outlook/296/100/digital-
payments/worldwide (last visited July 29, 2019); Market Directory: Personal Finance Worldwide, Statista, 
https://www.statista.com/outlook/298/100/personal-finance/worldwide (last visited July 29, 2019).  

 
25  Kate Rooney, Fintechs Help Boost US Personal Loan Surge to a Record $138 Billion, CNBC (Feb. 24, 2019), 

https://www.cnbc.com/2019/02/21/personal-loans-surge-to-a-record-138-billion-in-us-as-fintechs-lead-
new-lending-charge.html.  
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better security performance: similar security vulnerabilities were found in both early stage startups and 
more established providers and in institutions from all world regions in the sample.”26   

According to the study of 52 digital finance companies, including 14 in the U.S., 17 of the 27 studied 
companies with mobile applications use “demonstrably bad ciphering options” on their applications, 
while 11 companies’ websites received a failing grade from Qualys Secure Socket Layer test’s 
assessment of server configuration.27  Overall, the research “found numerous egregious security errors 
in over half of the app[lications] . . .  examined, including misuse of cryptography, use of weak 
cryptography, and excessive permission requirements,”28 despite these issues being well known in the 
industry for years, thereby putting “both consumers and providers at severe risk of compromise.”29 

The Center for Financial Inclusion study also noted, as The Clearing House did in its November 2016 
comment letter, that Fintech security risks are compounded by the fact that many of the terms and 
conditions in Fintech offerings absolve the company of liability in the event of fraud.  This is possible 
because many of these companies are not subject to bank regulations that otherwise protect consumers 
from losses arising out of fraudulent uses of their accounts.  The Center for Financial Inclusion study 
found that, where terms of service mentioned fraud being perpetrated against a user at all (8 out of the 
33 companies with publicly-available terms of service), it did so only to exclude the Fintech company’s 
liability as a condition of use of the service.30  Particularly as Fintech growth has resulted in expanded 
use of their products by underserved communities—who are among the most vulnerable if their 
information is hacked—the combination of rapid growth, lax data security practices, and disclaimers on 
liability can be particularly dangerous for consumers.31 

                                                        
26  Pablo Anton-Diaz, New Data Security Study of Fintech Apps Highlights Vulnerabilities, Center for  

Financial Inclusion (Sept. 5, 2018), https://www.centerforfinancialinclusion.org/new-data-security-study-
of-fintech-apps-highlights-vulnerabilities/. 
 

27  Patrick Traynor, Digital Finance and Data Security: How Private and Secure is Data Used in Digital  
Finance?, Center for Financial Inclusion, at 3, 18, 24 (Sept. 2018), 
https://content.centerforfinancialinclusion.org/wp-content/uploads/sites/2/2018/09/CFI43-
CFI_Online_Security-Final-2018.09.12.pdf.  
 

28  Id. at 25.  In this context, “permissions” refers to the types of approvals to access device data users are 
required to grant the application before being permitted to use the application—e.g., access to device ID, 
location, stored files, and call information. 

 
29  Id. 
 
30 Id. at 26-27. 
 
31  See, e.g., Claudi Ng, Regulating Fintech: Addressing Challenges in Cybersecurity and Data Privacy,  
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These concerns are only further heightened as technology companies that have not traditionally offered 
financial services have recently proposed to move into the financial sector through cryptocurrency and 
other offerings.32   

Congress, regulators, and self-regulatory authorities continue to take an increased interest in these 
issues.  For example, in 2018, FINRA published an investor alert, urging investors to exercise caution 
before ceding to the convenience of data aggregation.33  In its alert, FINRA highlighted the security risks 
posed by many data aggregators, including “vulnerability to cyber fraud, unauthorized transactions and 
identity theft,” arising in part from the fact that “aggregators could be storing all consumer financial 
information or security credentials in one place, creating a new and heightened security risk for 
consumers.”34  FINRA also highlighted the limited data security regulatory oversight and regulatory 
requirements, particularly as compared to registered financial institutions.35 

Congress also continues to express a keen interest in enacting comprehensive data security legislation 
and/or legislating in sector-specific areas.  According to the Congressional Research Service, between 
the 115th Congress and the first four months of the 116th Congress, nearly 40 cybersecurity bills have 
received some sort of committee action, received a vote and/or were passed by one chamber, or have 
been enacted into law.36  Through May 1, 2019, there have been 20 hearings on cybersecurity-related 
issues this year alone, following the approximately 90 cybersecurity hearings held during the 115th 

                                                                                                                                                                                   
Harvard Kennedy School Government Innovators Network (Feb. 22, 2018), 
https://www.innovations.harvard.edu/blog/regulating-fintech-addressing-challenges-cybersecurity-and-
data-privacy. 
 

32  See, e.g., Nichols Megaw, BIS Warns on Facebook Risk to Finance After Libra Plan Unveiled, Financial  
Times (June 23, 2019), https://www.ft.com/content/db37a29e-95a8-11e9-8cfb-30c211dcd229 (“Big tech 
groups such as Facebook could ‘rapidly establish a dominant position’ in global finance and pose a 
potential threat to competition, financial stability and social welfare, according to the Bank for 
International Settlements,” the “central bank for central banks.”).  
 

33  FINRA, Know Before You Share: Be Mindful of Data Aggregation Risks (Mar. 29, 2018),  
http://www.finra.org/investors/alerts/know-you-share-be-mindful-data-aggregation-risks.  
 

34  Id. 
 
35  Id. 
 
36  Rita Tehan, Cong. Research Serv., R43317, Cybersecurity: Legislation & Hearings: 115th-116th Congress 

(Updated May 2, 2019), 
https://www.everycrsreport.com/files/20190502_R43317_86546263c4d557161e8c9f031b9bdc2ccc016ff
5.html. 
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Congress.37  Among these hearings were House Financial Services Committee hearings on legislative 
proposals to reform data security and breach notification regulatory regimes and on data security 
vulnerabilities and opportunities for improvement, as well as a Senate Banking Committee hearing on 
cybersecurity risks to the financial services industry.38   

The FTC has also recently held sessions on data security, including a two-day data security hearing in 
December 2018, as part of the FTC’s extensive competition and consumer protecting hearing series.39  
And in May 2019, the FTC announced a new dedicated FTC Business Center page for Fintech companies, 
including links to a number of cybersecurity guidance documents and resources,40 underscoring the 
FTC’s appreciation of the unique significance of Fintech cybersecurity. 

II. While the Proposed Changes to the Safeguards Rule Represent Substantial Improvement, 
Important Gaps Between the Safeguards Rule and FFIEC Requirements Remain. 

While both banks and many Fintech companies are subject to the data security requirements 
established in the GLBA, even under the Safeguards Rule as proposed in the NPRM, the two groups 
would continue to operate under quite different sets of implementing regulations and regulatory 
guidance.  Banks are subject to the more detailed and demanding standards adopted jointly by the 
federal financial regulatory agencies, while those Fintech companies covered by the GLBA are subject to 
the more general Safeguards Rule promulgated by the FTC, which would remain less detailed under the 
Proposed Rule.  The resulting lighter substantive requirements, combined with decreased odds of 

                                                        
37  Id. 
 
38  Id.  (Legislative Proposals to Reform the Current Data Security & Breach Notification Regulatory Regime:  

Hearing Before the H. Comm. on Fin. Servs., 115th Cong. (2018); Cybersecurity: Risks to the Financial 
Services Industry & Its Preparedness: Hearing Before the S. Comm. on Banking, Housing, & Urban Affairs, 
115th Cong. (2018); Data Security: Vulnerabilities & Opportunities for Improvement: Hearing Before the H. 
Comm. on Fin. Servs., 115th Cong. (2017)). 
 

39  FTC, Hearings on Competition & Consumer Protection in the 21st Century, Hearing #9: Data Security (Dec. 
11-12, 2018), https://www.ftc.gov/news-events/events-calendar/ftc-hearing-competition-consumer-
protection-21st-century-december-2018. 

 
40  FTC, Business Center: FinTech,  

https://www.ftc.gov/tips-advice/business-center/credit-and-finance/fintech; Press Release, FTC, FinTech 
Finds a Home in the FTC Business Center (May 24, 2019), https://www.ftc.gov/news-
events/blogs/business-blog/2019/05/fintech-finds-home-ftc-business-center.  
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enforcement actions and less prospect of substantial monetary sanctions for violations,41 mean weaker 
data security protections for consumers’ financial information when it is held by Fintech companies. 

A. Prudential Regulators and the Interagency Guidelines. 

                                                        
41  Since the effective date of the FTC Safeguards Rule 16 years ago, the FTC has brought almost 30  

cases involving GLBA violations.  See FTC, Privacy & Data Security Update: 2018, at 6, 
https://www.ftc.gov/system/files/documents/reports/privacy-data-security-update-2018/2018-privacy-
data-security-report-508.pdf.  Only approximately half of those, however, have alleged violations of the 
GLBA Safeguards Rule.  In the years since The Clearing House’s November 2016 comment letter, the FTC 
has brought only two enforcement actions alleging violations of the Safeguards Rule:  TaxSlayer, LLC, FTC 
Matter/File No. 162 3063; and PayPal, Inc., FTC Matter/File No. 162 3102.  GLBA Safeguards Rule 
enforcement actions often result in consent orders providing only for non-monetary sanctions (e.g., a 
requirement to comply with the Rule, that is, doing what the respondent company should have been 
doing already), unless the FTC also alleges violations of statutes that grant the FTC separate authority to 
levy penalties (e.g., the Fair Credit Reporting Act (“FCRA”)).  See, e.g., Stipulated Final Judgment & Order 
for Payment of Civil Penalties, United States v. PLS Financial Servs., Inc., Case No. 1:12-cv-8334 (N.D. Ill. 
2012) (settlement imposing $101,500 civil penalty for FCRA violations as well as non-monetary sanctions 
for alleged violations of the FTC Act, FCRA, the Disposal Rule, and the GLBA Safeguards and Privacy Rules). 
 
The provision that grants the FTC and the prudential regulators GLBA enforcement authority provides that 
they shall enforce the GLBA in accordance with their respective organic statutes—in the case of the FTC, 
the FTC Act.  See 15 U.S.C. § 6805(a).  We understand that, while the FTC has broad authority to bring 
suits to enforce the FTC Act, the FTC is not authorized to assess civil penalties for initial violations of the 
Safeguards Rule.  Compare 15 U.S.C. § 57b(a)(1), (b) with 15 U.S.C. § 1681s.  See U.S. Gov’t Accountability 
Office, GAO-19-196, Consumer Data Protection: Actions Needed to Strengthen Oversight of Consumer 
Reporting Agencies 18 (2019) (“FTC’s civil penalty authority does not extend to initial violations of GLBA’s . 
. . safeguarding provisions . . . . For violations of GLBA provisions, which are enforced pursuant to FTC Act 
authority, FTC may seek an injunction to stop a company from violating these provisions and may seek 
redress (damages to compensate consumers for losses) or disgorgement.”).  Because determining the 
consumers affected and the amount of harm suffered can be difficult, FTC staff have asserted that it is 
difficult for the agency to obtain related redress.  See id. at 18-19 (“[D]etermining the appropriate amount 
of consumer compensation requires FTC to identify the consumers affected and the amount of monetary 
harm they suffered. In cases involving security or privacy violations resulting from data breaches, 
assessing monetary harm can be difficult. Consumers may not be aware that their identities have been 
stolen as a result of a breach and or identity theft, and related harm may occur years in the future. In 
addition, it can be difficult to trace instances of identity theft to specific data breaches. According to FTC 
staff, these factors can make it difficult for the agency to identify which individuals were victimized as a 
result of a particular breach and to what extent they were harmed and then obtain related redress or 
disgorgement.”).  Because (1) FTC enforcement actions involving the Safeguards Rule are rare and (2) the 
likelihood of monetary penalties being assessed in such cases is even more rare, there is currently 
insufficient deterrent to encourage compliance.       
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Bank GLBA data security requirements have been laid out in the prudential regulators’ Interagency 
Guidelines.42  Under the Interagency Guidelines, financial institutions’ information security programs 
must include six components: (i) board of directors’ involvement, including at least annual reporting to 
the board; (ii) risk assessment; (iii) risk management and control; (iv) oversight of service providers; (v) 
an incident response program; and (vi) periodic updating.  The Interagency Guidelines provide detailed 
requirements for each of these six components. 

The Interagency Guidelines have been supplemented by various guidance documents issued by the 
FFIEC member agencies.  These include the FFIEC’s IT Examination Handbook, especially its Information 
Security, Outsourcing Technology Services, and Supervision of Technology Service Providers booklets43 
as well as topical bulletins that include information security components,44 and other guidance 
documents, such as the Cybersecurity Assessment Tool.45  The IT Examination Handbook’s Information 
Security booklet alone contains nearly 90 pages of detailed security guidance, including information on 
implementation of specific security controls (ranging from remote access to encryption key 
management) and security monitoring.46 

                                                        
42  12 C.F.R. pt. 30, app. B (as incorporated into the OCC regulations for national banks).  In addition to 

national banks, the Interagency Guidelines apply to member banks of the Federal Reserve System, banks 
and savings associations insured by the Federal Deposit Insurance Corporation, federally-insured credit 
unions, broker-dealers, investment companies, and investment advisers. 

 
43  These booklets, along with the other IT Examination Handbook booklets, are available at 

http://ithandbook.ffiec.gov/it-booklets.aspx.  
 
44  See, e.g., FFIEC, Joint Statement on Cybersecurity of Interbank Messaging and Wholesale Payment 

Networks, http://www.ffiec.gov/press/PDF/Cybersecurity_of_IMWPN.pdf; FFIEC, Joint Statement on 
Cyber Attacks Involving Extortion, 
https://www.ffiec.gov/press/PDF/FFIEC%20Joint%20Statement%20Cyber%20Attacks%20Involving%20Ext
ortion.pdf; OCC Bulletin 2013-29, Third-Party Relationships, Risk Management Guidance (Oct. 30, 2013), 
http://www.occ.gov/news-issuances/bulletins/2013/bulletin-2013-29.html (providing guidance for 
assessing and managing risks associated with third-party relationships, including information security, 
management of information systems, and incident-reporting and management programs); FFIEC, 
Supplement to Authentication in an Internet Banking Environment (June 28, 2011), 
https://www.ffiec.gov/pdf/Auth-ITS-Final%206-22-11%20(FFIEC%20Formated).pdf; FFIEC, Joint Statement 
on Cyber Insurance and Its Potential Role in Risk Management Programs, 
https://www.ffiec.gov/press/pdf/FFIEC%20Joint%20Statement%20Cyber%20Insurance%20FINAL.pdf.   

 
45  FFIEC, Cybersecurity Assessment Tool (Aug. 29, 2018), https://www.ffiec.gov/cyberassessmenttool.htm.  
 
46  FFIEC IT Examination Handbook, Information Security Booklet (Sept. 2016), 

http://www.ffiec.gov/press/PDF/FFIEC_IT_Handbook_Information_Security_Booklet.pdf.  
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B. The Commission’s Safeguards Rule.   

While most Fintech companies are likely subject to the GLBA’s data security requirements,47 they do not 
have to follow the Interagency Guidelines.  Instead, they are subject to the FTC’s Safeguards Rule.48  The 
Safeguards Rule’s requirements are not only less robust than the Interagency Guidelines’ requirements; 
they also come without the additional detailed expectations set out in the FFIEC’s IT Examination 
Handbook and in other FFIEC agency guidance documents.   

The differences between the data security requirements imposed on banks by the Interagency 
Guidelines and those currently applicable to Fintech (and other) companies under the Safeguards Rule 
as it currently stands are numerous, even though the information held by banks and Fintech companies 
and risks attendant to each may be identical.   

In our November 2016 comment letter, we highlighted six fundamental differences between the 
Safeguards Rule and Interagency Guidelines.  The proposed amendments to the Safeguards Rule address 
some of these distinctions.  Most notably, we commend the FTC’s proposal to enhance the service 
provider oversight requirements in the Safeguards rule.  While the current Safeguards Rule requires FTC-
regulated financial institutions to oversee service providers in the selection, retention, and contracting 
phase,49 the Interagency Guidelines and other guidance issued by the prudential regulators require 
banks to go beyond this initial oversight by taking an active role in overseeing the data security practices 
of their service providers on an ongoing basis.  For example, in addition to conducting due diligence in 
selecting service providers and including data security requirements in service provider contracts50, the 
Interagency Guidelines require banks, where indicated by their risk assessments, to “monitor [their] 
service providers to confirm that they have satisfied their obligations as required [by their contract].  As 
part of this monitoring, a national bank or Federal savings association should review audits, summaries 
of test results, or other equivalent evaluations of its service providers.”51  This requirement is 

                                                                                                                                                                                   
 
47  15 U.S.C. § 6809(3)(A) (defining “financial institution” subject to the GLBA as “any institution the business 

of which is engaging in financial activities as described in section 1843 (k) of title 12,” which includes, for 
example, “transferring . . . money” and “[p]roviding financial . . . or economic advisory services”).  12 
U.S.C. § 1843(k)(4)(A), (C). 

 
48  16 C.F.R. pt. 314. 
 
49  16 C.F.R. § 314.4(d). 
 
50  12 C.F.R. pt. 30, app. B, § III(D)(1-2). 
 
51  See 12 C.F.R. pt. 30, app. B, § III(D)(3). 
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supplemented by the FFIEC IT Examination Handbooks’ Outsourcing Technology Services booklet, which 
includes an entire section on ongoing monitoring of service providers.52   

Under the Safeguards Rule, by contrast, Fintech companies are currently free from any express 
regulatory requirement mandating such ongoing vendor supervision.  The proposed changes outlined in 
the NPRM would address this gap by adding requirements that financial institutions periodically assess 
service providers “based on the risk they present and the continued adequacy of their safeguards.”53  
Third-party service providers continue to be a significant vector for data breaches, presenting a risk that 
cannot be fully mitigated at the onboarding stage.54  The Clearing House welcomes this important 
change in the Proposed Rule, which is critical to protecting consumers.       

Despite this (and other) important enhancements included in the NPRM, other key distinctions between 
the Safeguards Rule and Interagency Guidelines/FFIEC guidance that we identified in our November 
2016 letter remain even in the Proposed Rule.   

First, while the proposed revisions to the Safeguards Rule substantially increase the level of detail in its 
requirements, there remains a significant difference in level of detail between the two regimes.  This has 
real implications for types of data security precautions regulators can reasonably demand, and 
consumers should reasonably expect, from banks, on the one hand, and non-bank Fintech companies, 
on the other.  For example, unlike the requirements applicable to banks, the amended Safeguards Rule 
as proposed in the NPRM would have no express requirements for (1) business continuity programs, (2) 
network segmentation, (3) anti-malware or anti-virus protection, or (4) dual control procedures.  By 
contrast, no reasonable bank could argue that it is not expected to maintain a business continuity 
program to plan for contingencies due to potential environmental or technological failures,55 implement 
network segmentation and other network-based controls,56 deploy tools to identify and protect against 

                                                        
52  FFIEC IT Examination Handbook, Outsourcing Technology Services Booklet (June 2004), 

https://ithandbook.ffiec.gov/it-booklets/outsourcing-technology-services.aspx.  
 
53  16 C.F.R. § 314.4(f)(3) (as proposed to be revised). 
 
54  See, e.g., Press Release, Opus, Opus & Ponemon Institute Announce Results of 2018 Third-Party Data  

Risk Study: 59% of Companies Experienced a Third-Party Data Breach, Yet Only 16% Say They Effectively 
Mitigate Third-Party Risks (Nov. 15, 2018), 
https://www.businesswire.com/news/home/20181115005665/en/Opus-Ponemon-Institute-Announce-
Results-2018-Third-Party.  
 

55  12 C.F.R. pt. 30, app. B, § III(C)(1)(h); FFIEC IT Examination Handbook, Information Security Booklet § 
II(C)(21). 

 
56  FFIEC IT Examination Handbook, Information Security Booklet § II(C)(6), (9). 
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malware,57 or implement dual-control procedures for employees with responsibilities for or access to 
customer information,58 each of which is explicitly identified in the Interagency Guidelines and/or FFIEC 
IT Examination Handbook Information Security Booklet.  While many of these gaps—as well as the gaps 
described below—are gaps between the Safeguards Rule and the Interagency Guidelines, these gaps are 
only compounded by the detailed supplemental guidance from the FFIEC in the form of individual 
guidance documents and the IT Examination Handbook.  The lack of inclusion of some of these control 
requirements is particularly surprising in light of the FTC’s clear view—reflected in its non-Safeguards 
Rule data security-related enforcement cases and other FTC guidance—that these are important 
components of a “reasonable” security program.59 

Second, the Interagency Guidelines require involvement from bank leadership at the highest level, 
including boards of directors and senior management.60  Under the Interagency Guidelines, a bank’s 
board of directors must participate by approving and overseeing the development, implementation, and 
maintenance of the information security program, including through the receipt of annual reports on 
the program’s status.61  While the revised FTC Safeguards Rule would, for the first time, require entities 
subject to the Safeguards Rule to involve their boards (or equivalent governing bodies) through annual 
reports,62 the rules applicable to banks require board involvement not only in overseeing the 
maintenance of the information security program, but also in approving and overseeing the 
development and implementation of the program.63  Furthermore, the FFIEC regulations and guidance 
require management involvement beyond the CISO,64 whereas the FTC Safeguards Rule would 
                                                                                                                                                                                   
 
57  FFIEC IT Examination Handbook, Information Security Booklet § II(C)(12). 
 
58  12 C.F.R. pt. 30, app. B, § III(C)(1)(e). 
 
59  See, e.g., FTC, Start with Security: A Guide for Business at 7-8 (June 2015),  

https://www.ftc.gov/system/files/documents/plain-language/pdf0205-startwithsecurity.pdf; FTC, 
Protecting Personal Information: A Guide for Business at 10 (Oct. 2016), 
https://www.ftc.gov/system/files/documents/plain-language/pdf-0136_proteting-personal-
information.pdf.    
 

60  12 C.F.R. pt. 30, app. B, § III(A), (F); FFIEC IT Examination Handbook, Information Security Booklet § I. 
 
61  12 C.F.R. pt. 30, app. B, § III(A), (F). 
 
62  16 C.F.R. § 314.4(i) (as proposed to be revised). 
 
63  12 C.F.R. pt. 30, app. B, § III(A)(2). 
 
64  See, e.g., FFIEC IT Examination Handbook, Information Security Booklet § I. 
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apparently limit required management responsibility to the CISO.65  The requirement for broad 
management responsibility for security is, at least in part, due to regulators’ recognition that an 
effective information security program requires that security be “deeply embedded” in the institution’s 
culture—where “management and employees are committed to integrating the program into the 
institution’s lines of business, support functions, and third-party management program.”66  Particularly 
with rapidly growing start-up companies with small staffs but large volumes of consumer financial 
information, the continued lack of a requirement for ongoing management involvement beyond the 
CISO may well result in data security being given lower priority than growing the business’s consumer 
base and ensuring a quick return on investment. 

Third, recognizing the significant risk posed by insider threats, the Interagency Guidelines require banks 
to consider, and, if appropriate, adopt, employee background checks for employees with responsibilities 
for or access to customer information.67  The IT Examination Handbook’s Information Security Booklet 
further states that financial institutions “should have a process to verify job application information on 
all new employees,” and “[t]he sensitivity of a particular job or access level may warrant additional 
background and credit checks,” including for contractor employees, which should, at minimum, include 
character references, criminal background checks, confirmation of qualifications, and confirmation of 
identity.68  These should be supplemented, according to the FFIEC, through the use of confidentiality 
and non-disclosure agreements.69   

While the proposed revisions to the Safeguards Rule will enhance the employee training requirements 
compared to the current Rule,70 the Rule would still lack a similar requirement with respect to employee 
background checks.  This is compounded by the Proposed Rule’s lack of a requirement for segregation of 
duties (which the Interagency Guidelines and FFIEC Information Security Booklet do include71), meaning 
employees with significant access to company systems and not subject to background check 

                                                        
65  16 C.F.R. § 314.4(a) (as proposed to be revised). 
 
66  FFIEC IT Examination Handbook, Information Security Booklet § I(A). 
 
67  12 C.F.R. pt. 30, app. B, § III(C)(1)(e). 
 
68  FFIEC IT Examination Handbook, Information Security Booklet § II(C)(7)(a). 
 
69  Id. § II(C)(7)(d). 
 
70  See 16 C.F.R. § 314.4(e)(1)-(4) (as proposed to be revised). 
 
71  12 C.F.R. pt. 30, app. B, § III(C)(1)(e); FFIEC IT Examination Handbook, Information Security Booklet § 

II(C)(7)(c). 
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requirements would have largely unfettered access to such systems.  Particularly in smaller technology 
startups, where there is likely limited segregation and separation of duties, and a significant portion of 
the companies’ small workforce may have the “keys to the castle,” the lack of any requirement for 
background checks may put customer data at risk.72 

Fourth, guidance issued by the FFIEC agencies concerning authentication requires banks to implement a 
risk management framework and layered security approach to prevent unauthorized activity in an 
online banking environment through strong authentication procedures.73  The FTC Safeguards Rule, 
even as amended, imposes no similar specific requirement on Fintech companies.  While the revised 
Rule would require FTC-regulated financial institutions to use multi-factor authentication for individuals 
accessing internal networks that contain customer information (i.e., for company employees),74 it 
imposes no requirements for securing the consumer/user authentication process.   

This is particularly problematic in light of many Fintech companies’—and particularly data aggregators—
lax security practices around authentication.  For example, while banks have worked with almost all 
such entities to provide consumer data via APIs, a number still collect data by first collecting the 
consumers’ financial account log-in information (including usernames, passwords, and even sometimes 
security questions and answers) and then scraping the data.75  Many also do not track “known” 
devices— i.e., devices historically associated with a secure user log-in session.  While banks will 

                                                        
72  See, e.g., Marc van Zadelhoff, The Biggest Cybersecurity Threats Are Inside Your Company, Harvard Bus. 

Rev. (Sept. 19, 2016), https://hbr.org/2016/09/the-biggest-cybersecurity-threats-are-inside-your-
company.  

 
73  FFIEC, Supplement to Authentication in an Internet Banking Environment. 
 
74  16 C.F.R. § 314.4(c)(6) (as proposed to be revised). 
 
75  As noted in The Clearing House’s November 2016 comment letter, collection of data through bank- 

approved data feeds (e.g., via API) is most common when a bank commissions the aggregation services or 
when a bank contractually agrees to such access in exchange for access controls and limitations.  In those 
cases, banks may impose contractual security requirements to protect consumer information and ensure 
bank compliance with its third-party oversight obligations under the Interagency Guidelines and FFIEC 
guidance documents.  However, this effectively results in banks, not regulators, becoming the oversight 
authority in this space via enforcement of contractual violations.  This risks putting banks in precarious 
situations where, for example, data aggregators are not willing to contract to a certain level of data 
security protections.  In such cases, banks may be required not only to decline to contract with those 
entities, but to implement technological safeguards (to the extent possible) to preclude those entities 
from scraping.  Ultimately, this could result in a barrier to consumer access to services that they want and 
could have if regulators stepped in to take on their appropriate enforcement role with data aggregators 
rather than relying on banks to do so. 
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generally use device history as a factor in determining when a user should be prompted to answer 
additional “challenge” questions before being permitted access to an account, some data aggregators 
pose challenge questions only at initial sign-up or at the account-linking stage, but not as banks tend to 
apply them—for any user session initiated from an “unknown” device.  Because of these ongoing 
insecure practices, particularly when viewed in light of the history of Fintech security incidents involving 
authentication issues and the overall increase in credential-stuffing (also referred to as list validation or 
password spraying) attacks,76 it is important that the FTC use this opportunity to impose increased 
authentication security requirements upon FTC-regulated financial institutions. 

Finally, while the proposed Safeguards Rule amendments would, for the first time, mandate that FTC-
regulated financial institutions (except those subject to the new “small business” exception77) create an 
incident response plan,78 the Safeguards Rule still would not include an independent breach notification 
requirement akin to the one required for FFIEC-regulated financial institutions.  Instead it would simply 
require that incident response plans document any notification or reporting requirements imposed by 
other state or federal laws.79  This gap is particularly disappointing in light of the kinds of consumer 
financial information held by Fintech companies, particularly data aggregators’ use of customer bank 
account log-in information, the breach of which could have serious implications for the safety and 
soundness of the financial system as a whole.   

The FTC generally appears to be deferring to state data breach notice laws in its preliminary 
determination not to include a breach notice requirement.80  While all 50 states, D.C., and a number of 
U.S. territories have enacted data breach notification laws, they remain a patchwork, covering different 

                                                        
76  See, e.g., The Clearing House November 2016 comment letter at 9-12; Lily Hay Newman, Hacker Lexicon:  

What is Credential Stuffing, Wired (Feb. 17, 2019), https://www.wired.com/story/what-is-credential-
stuffing/ (noting that credential stuffing attacks have been a problem for the last several years, but that 
there has been a recent rise in successful campaigns following recent hacker postings of voluminous, 
aggregated credential collections from multiple data breaches).  See also Complaint at 4, TaxSlayer, LLC, 
FTC Matter/File No. 162 3063 (Oct. 20, 2017) (alleging that TaxSlayer failed to implement information 
safeguards to control the risks to customer information from inadequate authentication, including by 
failing “to implement adequate risk-based authentication measures sufficient to mitigate the risk of list 
validation attacks when such attacks became reasonably foreseeable.”). 
 

77  16 C.F.R. § 314.6 (as proposed to be revised). 
 
78  Id. § 314.4(h) (as proposed to be revised). 
 
79  Id. § 314.4(h)(6) (as proposed to be revised). 
 
80  See NPRM, 84 Fed. Reg. at 13,170 n.123. 
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types of information and triggered in different circumstances.  For example, while a growing number of 
states are amending their data breach notification laws to include usernames and passwords and/or 
security questions and answers in their definitions of personal information (either generally or when the 
credentials permit access to a financial account),81 a substantial portion of states do not include this 
data element.82  Therefore, without a specific breach notice requirement in the FTC Safeguards Rule, 
FTC-regulated financial institutions may be required to notify some consumers only in some states if a 
breach results in a compromise of consumer banking credentials.83   

                                                        
81  Cal. Civ. Code § 1798.82(h)(2) (defining “personal information” to include “[a] user name or email  

address, in combination with a password or security question and answer that would permit access to an 
online account”);  D.C. Code § 28-3851(3)(A)(ii) (defining personal information to include “[a]ny other 
number or code or combination of numbers or codes, such as account number, security code, access 
code, or password, that allows access to or use of an individual’s financial or credit account”); Pub. L. 
2019, ch. 95 § 1 (New Jersey bill, signed into law by Governor Phil Murphy on May 10, 2019, amending 
N.J. Stat. § 56:8-161 to include “user name, email address, or any other account holder identifying 
information, in combination with any password or security question and answer that would permit access 
to an online account” in the definition of “personal information” under New Jersey’s data breach 
notification law). 
 

82  Conn. Gen Stat. § 36a-701b(a)(2) (defining “personal information” as name in combination with (1) Social  
Security Number; (2) driver’s license number or state identification card number; (3) credit or debit card 
number; or (4) financial account number in combination with any required security code, access code, or 
password that would permit access to an individual’s financial account); N.Y. Gen. Bus. Law § 899-aa(1)(b) 
(defining “private information,” the breach of which is subject to data breach notification requirements, 
as an identifier in combination with (1) Social Security Number; (2) driver’s license number or non-driver 
identification card number; or (3) account number, credit or debit card number, in combination with any 
required security code, access code, or password that would permit access to an individual’s financial 
account). 
 

83  In light of the limitations on the FTC’s ability to enforce initial violations of the Safeguards Rule  
via civil penalties, see note 43, supra, The Clearing House appreciates the FTC’s hesitation that such a 
requirement “would have limited effect.”  See NPRM, 84 Fed. Reg. at 13,170 n.123.  However, just as this 
has not deterred the FTC from proposing any other new requirements in the NPRM, this should not deter 
the FTC from including a breach notification requirement.  At minimum, the FTC would be able to enforce 
such a breach notice requirement in the same manner as it enforces the remaining requirements of the 
Safeguards Rule.  Particularly in the context of breach notification, the FTC’s ability to enforce violations of 
consent orders would be a useful tool to preclude FTC-regulated financial institutions from violating the 
requirement again.   
 
Furthermore, the FTC continues to request that Congress provide it with civil penalty authority for GLBA 
violations.  See, e.g., Hearing on Improving Data Security at Consumer Reporting Agencies Before the H. 
Comm. on Oversight & Reform, Subcomm. on Economic & Consumer Policy, 115th Cong. (2019) (statement 
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III. The Interagency Guidelines, Not the NYDFS Cybersecurity Regulations or NAIC Model Law, 
Offer the Best Model for an Updated FTC Safeguards Rule. 

 
Cybersecurity statutory mandates, regulatory frameworks, and administrative guidance are being 
tightened throughout the financial services sector in recognition of ever-increasing cybersecurity risks.  
Both Congress and regulators have recognized that the extent of regulatory requirements and guidance 
should be commensurate with the risks presented by covered entities’ businesses.  In assessing the risk 
profile for Fintech companies, it is important to remember that these companies do not just store 
personally identifiable information.  They collect, process, and handle particularly sensitive financial 
account information in the ordinary course and have actively sought to be engaged in such business.  It 
is precisely because of the heightened risks attached to unauthorized access to and disclosure of this 
sensitive financial account information, ranging from identity theft to account takeover, that lawmakers 
and regulators have imposed more stringent requirements upon banks through the GLBA and the 
Interagency Guidelines.   Because of similar risks, banks and Fintech companies engaging in functionally 
similar activities and possessing comparable types and volumes of consumer data must be subject to 
similar, heightened regulatory regimes.  The continued existence of gaps in the Safeguards Rule has 
significant implications for risks to consumers and to the safety and soundness of the financial system. 

                                                                                                                                                                                   
of the FTC 8), 
https://www.ftc.gov/system/files/documents/public_statements/1508935/p180101_ftc_testimony_re_o
versight_house_12262019.pdf.  Having a regulatory breach notice requirement in place would lay the 
groundwork for civil penalty authority over violations of such a requirement if Congress amends the FTC’s 
enforcement authority, rather than requiring a subsequent additional rulemaking process.   
 
We do appreciate, however, the FTC’s concern about the potential that an FTC breach notice requirement 
would exempt financial institutions from breach notification laws with states that exempt companies in 
compliance with GLBA.  See NPRM, 84 Fed. Reg. at 13,169-70.  While a full 50-state survey of all such laws 
is beyond the scope of this letter, we generally assess that there is a relatively low likelihood that financial 
institutions that would otherwise be subject to penalties under a state breach notice law would be 
exempted from such penalties if the Safeguards Rule were amended to include a breach notice 
requirement, assuming an FTC breach notice requirement were drawn in line with the most common 
elements of the state notice statutes.  First, many, if not all, of the states that include a GLBA exemption 
in their state notice statute word the exemption similarly to the Delaware statute cited in the Federal 
Register notice—namely, by exempting only those institutions that maintain procedures pursuant to the 
GLBA requirements and notify consumers in accordance with those procedures.  NPRM, 84 Fed. Reg. at 
13,169-70 (quoting Del. Code tit. 6, sec. 12B-103(b)).  Thus, to the extent an FTC-regulated financial 
institution were to not comply with a theoretical FTC Safeguards Rule breach notice requirement, they 
would not be deemed in compliance with an otherwise-applicable state data breach notification statute 
(if the state statute were formulated in a similar manner to the Delaware statute).  And second, as noted 
above, many state statutes do not require breach notification in the event of a credential breach alone—
such that those breaches would not currently be subject to state notice requirements in any event. 
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We appreciate that, in revising the Safeguards Rule, the FTC is trying to take a less detailed approach 
that may be appropriate for “mom and pop shops” and other financial institutions engaging in lower risk 
businesses.  And while we generally recognize the FTC’s desire to exempt certain entities with a lower 
risk profile from certain requirements of the Proposed Rule, The Clearing House does not consider the 
manner in which the FTC has formulated the “small business” exemption to be appropriate.  In 
particular, the exemption provides an arbitrary cutoff for companies based on the number of consumers 
(5,000) about whom a financial institution maintains information.84  The Clearing House submits that the 
number of consumers about whom a financial institution maintains information is not the appropriate 
metric for determining size or a firm’s capability to implement the requirements.   

Instead, to the extent there is a bifurcation in the security requirements that apply to various types of 
FTC-regulated financial institutions, this should be based upon the sensitivity of an institution’s activities 
and the data it maintains, rather than a bright-line rule based on the number of customers alone.  For 
example, a bank with two branches in a rural county with a small customer base is still required to 
follow the data security requirements under the Interagency Guidelines, in recognition of the fact that 
consumers of small financial institutions should have the same protection for their sensitive financial 
information as do customers of large banks.   

While the flexible, high-level approach that the FTC has proposed may be appropriate for financial 
institutions engaging in lower risk businesses, this approach continues to be inappropriate for Fintech 
companies, such as APPs and data aggregators, and the risks posed by their data collection and 
processing activities.  A significantly more robust approach for Fintech companies is critical to ensuring 
that consumers enjoy consistent protection regardless of their choice of platform and to protect the 
safety and soundness of the financial system.  In providing comprehensive and specific regulatory 
requirements for banks engaged in these activities, the regulators have recognized that certain higher-
risk activities require a baseline set of controls that should be in place.  Because of the similar risks 
posed to consumers and the safety and soundness of the financial system by a potential data security 
incident involving these types of Fintech companies, it is imperative that these companies be subject to 
regulatory requirements that provide far more specifics than the high-level approach taken under the 
current Safeguards Rule.  Fintech companies continue to grow at rapid speed, including by expanding 
into underserved markets, aided by substantial investment.  Often, these companies appear to offer 
consumers appealing convenience and innovation.  However, these consumers are likely unaware of the 
different regulatory playing field and overall lower data protection standards applicable to these 
companies as compared to traditional financial institutions.  It is therefore particularly critical for the 
FTC to ensure that the appropriate security framework is in place to protect consumers.  

                                                        
84  16 C.F.R. § 314.6 (as proposed to be revised). 
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While we appreciate the FTC’s attempt to leverage some existing regulatory frameworks rather than 
creating yet another new additional cybersecurity standard, the Interagency Guidelines and FFIEC 
guidance collectively serve as a far more appropriate model than the NYDFS cybersecurity regulations or 
the NAIC Model Law.  The regulations and guidance issued by the FFIEC have been in place for many 
years, are widely used throughout the financial sector (including by financial institutions’ vendors and 
partners), are comprehensive, and appropriately risk tailored.  By contrast, the NYDFS cybersecurity 
regulations are adopted in only one state (albeit one that affects many financial institutions) and the 
NAIC Model Law has been revised as it has been adopted.  Both are only approximately two years old, 
and there is limited experience with their adoption to assess the extent to which they reflect an 
appropriately comprehensive security program. 

Notably, the substantive scope of the FTC’s statutory rulemaking authority under the GLBA is the same 
as that of the prudential regulators, who, as described above, have issued significantly more detailed 
and expansive data security regulations under the GLBA.  In light of its equivalent authority, as well as 
the changes in the industry and the risks to consumers and the safety and soundness of the financial 
system, the FTC should use its authority to adopt enhanced GLBA Safeguards Rules based on the 
Interagency Guidelines.85   

At minimum, these enhanced rules should include express regulatory requirements addressing the key 
outstanding gaps between the Interagency Guidelines and the Safeguards Rule identified above.  These 
rules can either be limited to certain categories of Fintech companies (in which case the covered 
categories of institutions would have to be defined in a way to sufficiently address both current and 
future participants in this industry) or applicable more broadly to all companies subject to the FTC’s 
jurisdiction. 

IV. Conclusion 

We appreciate the work that the FTC is doing to enhance the Safeguard’s Rule as well as this 
opportunity to comment on the proposed revisions.  We hope that the FTC will take the points made 
above into consideration.  In updating the Safeguards Rule, the FTC has an important opportunity to 
take action in an area of increased risk both to consumers and to the safety and soundness of the 
financial system.  If you have any questions, please contact the undersigned by phone at (336) 769-5314 
or by email at Rob.Hunter@theclearinghouse.org.  
 

                                                        
85  One option would be for the FTC to issue Safeguards Rules that more closely align with the  

Interagency Guidelines, to be further supplemented by interpretive guidance similar to the FFIEC IT 
Examination Handbook and other guidance documents.  In determining whether such an approach is 
appropriate, the FTC should consider the scope of its enforcement authority, which expressly excludes 
violations of interpretive rules.  See 15 U.S.C. § 57b(a)(1). 
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Respectfully submitted,  

 
      /S/ 
 

Robert C. Hunter 
      Director of Legislative & Regulatory Affairs  
      &  Deputy General Counsel 
      The Clearing House Association L.L.C. 
 

Attachment 

 


















































	B. The Commission’s Safeguards Rule.
	A. Prudential Regulators and the Interagency Guidelines.
	B. The Commission’s Safeguards Rule.
	III. The Interagency Guidelines, Not the NYDFS Cybersecurity Regulations or NAIC Model Law, Offer the Best Model for an Updated FTC Safeguards Rule.
	III. The Interagency Guidelines, Not the NYDFS Cybersecurity Regulations or NAIC Model Law, Offer the Best Model for an Updated FTC Safeguards Rule.

