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An Intermediated Transfer is a type of P2P transfer where funds are sent from a Sender to a Receiver through a Transfer Provider.
The Sender is typically a consumer. In an Intermediated Transfer, the Transfer Provider executes the Sender’s instruction to send
funds to the Receiver via two separate transactions: a Funding Transaction and a Payment Transaction. As a result of these two
distinct transactions, the Sender in an Intermediated Transfer has a relationship with two Financial Institutions: the Sender’s Bank,
which is the Financial Institution holding the Sender’s deposit account used to fund the transfer, and the Transfer Provider, which
is the Financial Institution providing the EFT service.

Both Financial Institutions involved in an Intermediated Transfer have error resolution obligations under the Electronic Fund
Transfer Act and Regulation E, however, the scope of the obligations differ. As the Sender’s Bank is only involved in the Funding
Transaction, its error resolution obligations are limited to errors specific to the Funding Transaction. In contrast, the Transfer
Provider is involved in the entire Intermediated Transfer and therefore it has error resolution obligations for the Intermediated
Transfer regardless of whether the error relates to the Funding Transaction or the Payment Transaction.

As a result of the different scope of responsibility, the type of error asserted by the Sender matters in determining which Financial
Institution has error resolution obligations. For example, if a Sender asserts to both Financial Institutions that an Intermediated
Transfer is unauthorized, both Financial Institutions must investigate and resolve the error because the claim involves the Funding
Transaction (except where the Transfer Provider is also a Service Provider, as discussed below). However, if a Sender asserts an
Intermediated Transfer was delivered to the wrong person, only the Transfer Provider must investigate and resolve the error
because the claim involves the Payment Transaction component of the Intermediated Transfer and is not specific to the

Funding Transaction.

Moreover, even in connection with the Funding Transaction, the Sender’s Bank is excused from the bulk of Regulation E’s error
resolution obligations when the Transfer Provider is also treated as a Service Provider. Under Regulation E, a Service Provider is a
specific type of Financial Institution that issues an Access Device for an Account it does not hold and has no agreement regarding
the Access Device with the Financial institution that holds the Account. A Transfer Provider is a Service Provider whenever the
Funding Transaction involves an ACH debit from the Sender’s Account. In such instances, the Transfer Provider has full error
resolution obligations for the Intermediated Transfer and the Sender’s Bank is exempt from the requirement to conduct its own
error investigation or otherwise resolve the Sender’s assertion of an error even for the Funding Transaction.
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In 2021, the Consumer Financial Protection Bureau (“CFPB”)
issued Frequently Asked Questions regarding the Electronic
Fund Transfer Act (“EFTA") and its implementing regulation,
Regulation E, first on June 4, 2021, and then in an updated
version on December 13, 2021 (collectively, “EFT FAQs”).

The EFT FAQs address a number of topics, including error
resolution, liability for unauthorized electronic fund transfers,
and the application of Regulation E to consumer “person to
person” (“P2P") payment services. Importantly, the EFT FAQs
reiterate that both depository institutions and non-bank
providers of P2P payment services (“P2P Providers”) have
error resolution obligations under Regulation E if they meet
the definition of a “financial institution.”

However, P2P payment services raise a number of issues
under Regulation E that the EFT FAQs did not specifically
address. For example, the CFPB did not clearly distinguish
the different types of P2P payment services or directly
address certain details about the various parties’ Regulation
E obligations related to Intermediated Transfers where a
consumer (“Sender”) instructs a Transfer Provider to send
funds to another person (“Receiver”) and the P2P transfer is
funded by a debit to the Sender’s account at a depository
institution. As discussed further herein, such Intermediated

Transfers involve two separate transactions to carry out the
Sender’s instruction and the Sender’s depository institution
has little, if any, information about the Intermediated Transfer
being funded.

Given the nature of Intermediated Transfers, which involve
more than one Financial Institution, there can be ambiguity
about each Financial Institution’s role and responsibility

for investigating and resolving errors. As P2P payment
services that use Intermediated Transfers grow in popularity,
clarity regarding how this important consumer protection
framework functions is critical for both the financial services
industry and consumers.

I.LA. Intermediated Transfers Covered in This Paper

The purpose of this paper is to describe the application of the
Regulation E error resolution requirements to the Financial
Institutions involved in an Intermediated Transfer: the P2P
Provider that effectuates a P2P transfer as an Intermediated
Transfer (“Transfer Provider”) and the depository institution
holding the Sender’s Account that is used to fund an
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Intermediated Transfer (“Sender’s Bank”). This paper focuses
on each party’s error resolution obligations when a Sender
provides a notice of error involving an Intermediated Transfer.

Like other P2P transfers, Intermediated Transfers accomplish
a desired transfer by acting on an instruction from the Sender
to transfer funds to the Receiver. However, when a Sender
instructs a Transfer Provider to pay the Receiver, the Transfer
Provider executes that instruction via two distinguishable
transactions: (1) a funding transaction in which funds are
debited from the Sender’s Account (as defined in Section
III.LA.2 below) at the Sender’s Bank and delivered to the
Transfer Provider or its agent (“Funding Transaction”),and

(2) a payment transaction in which funds are delivered by
the Transfer Provider to the Receiver’s account held with

the Transfer Provider or with another depository institution
(“Payment Transaction”). Together, the Funding Transaction
and the Payment Transaction constitute the “Intermediated
Transfer.” As both transactions must occur under the same
instruction, the Sender must identify a Receiver as part of the
transfer instruction to the Transfer Provider.

Many mobile or digital wallets allow consumers to both
establish a Stored Balance (defined below) and engage in
Intermediated Transfers. Such wallets are covered in this
paper. As described more fully in Part Il below, these wallets
may allow consumers to fund Intermediated Transfers from
a Funding Transaction or to initiate a “Split-Funded P2P
Transfer” where a P2P transfer is funded in part by a Funding
Transaction and in part by a Stored Balance. The portion

of a Split-Funded P2P Transfer that is funded by a Funding
Transaction is an Intermediated Transfer; the portion of a
Split-Funded P2P Transfer that is funded by a Stored Balance
is a “Stored Balance Transfer.” However, as discussed below,
P2P transfers fully funded by a Stored Balance are not
Intermediated Transfers and are not the focus of this paper.

I.B. Other Digital Wallets and P2P Transfers Not
Covered in This Paper

A mobile or digital wallet where the wallet merely serves

as a pass-through mechanism for presenting the paying
consumer’s payment credentials to a seller for the purchase of
goods or services does not involve an Intermediated Transfer.
These types of mobile or digital wallets store payment



credentials, typically a debit! or credit card, on behalf of the
paying consumer and allow the consumer to pay using a
digital version of their payment credentials. The payment is
processed by the seller in the same manner as if the physical
card had been presented and funds move directly from the
consumer to the seller in one transaction. As these wallets do
not utilize Intermediated Transfers, they are outside the scope
of this paper.

Some mobile or digital wallets allow consumers to store
funds in the wallet (“Stored Balance”) and use that Stored
Balance to make P2P transfers. P2P transfers that are fully
funded by a Stored Balance also do not involve Intermediated
Transfers. These transfers do involve two transactions: one
transaction where the consumer instructs the P2P Provider
to load funds to the consumer’s wallet from the consumer’s
bank account at their depository institution and a separate
transaction where the consumer identifies a recipient and
instructs the P2P Provider to send funds from the Stored
Balance in the wallet to the identified recipient. However,
they are not Intermediated Transfers because the consumer
must provide separate instructions for each transaction and
the transactions may bear no relation to each other. The
consumer does not identify the recipient in connection with
the first transaction (i.e., before loading the funds to the
wallet) and the consumer may not have any intent to transfer
the loaded funds to a third party at the time of the load
transaction. Transactions to fund a Stored Balance in a mobile
or digital wallet and transactions to make a P2P transfer
funded entirely from a Stored Balance in a mobile or digital
wallet are not the focus of this paper because they do not
involve Intermediated Transfers.2

'As used in this paper, the term debit card includes a prepaid card.

2While these transactions are not addressed in this paper because they are not
Intermediated Transfers, they are nevertheless subject to Regulation E, and the parties
involved in these transactions must comply with Regulation E in connection with asserted
errors to the extent such parties are Financial Institutions for the applicable part of the
transaction.
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Transfer Providers offering Intermediated Transfers typically
operate through one of two models: a Prepaid Account
model or a Staged Wallet model (or a combination of the two
models). Under both models, the Funding Transaction in an
Intermediated Transfer typically is accomplished through

an ACH debit or a debit card transaction,® and the Payment
Transaction typically is accomplished through a book-entry
transfer on the ledger of the Transfer Provider, through an
ACH credit, or through a push of funds over debit card rails.

Il.LA. Operating Models: Prepaid Account and
Staged Wallet

II.LA.1. Prepaid Account Model

Under the Prepaid Account model, the Sender establishes an
Account (as defined in Section Ill.A.2 below) with the Transfer
Provider (“Prepaid Account”). The Prepaid Account can be
used to maintain a Stored Balance and the Prepaid Account’s
main function is to send funds via P2P transfers or pay sellers
for goods or services. The Stored Balance may come from
either funds loaded from the Sender’s Bank or funds received
from other Senders.

An Intermediated Transfer occurs when the Sender who has
established a Prepaid Account instructs the Transfer Provider
to transfer funds from the Sender’s Account at the Sender’s
Bank to a Receiver. Although the Sender has established a
Prepaid Account with the Transfer Provider, proceeds from
the Funding Transaction in an Intermediated Transfer do not
become part of the Stored Balance in the Prepaid Account.
Instead, the funds typically are transitorily held in a money
transfer account controlled by the Transfer Provider (“TP_
Account”) only until those funds are transferred from the

TP Account to the Receiver in the Payment Transaction. An
Intermediated Transfer is funded wholly through the Funding
Transaction. If a portion of the P2P transfer is funded by a

3 (redit cards also may be used to fund a Funding Transaction with some Transfer
Providers, for a fee. Use of a credit card for the Funding Transaction would invoke consumer
protections under the Truth in Lending Act and its implementing regulation, Requlation Z,
and is beyond the substantive scope of this paper.
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Stored Balance in the Prepaid Account and in part through a
Funding Transaction, it is a Split-Funded P2P Transfer.#

II.LA.2. Staged Wallet Model

Under the Staged Wallet model, the Sender does not
establish an Account (as defined in Section Ill.A.2 below)

with the Transfer Provider and the Sender may not hold a
Stored Balance with the Transfer Provider. Instead, the Sender
establishes a profile (including a username and password)
with the Transfer Provider, which can be used to facilitate
Intermediated Transfers through the Transfer Provider’s
mobile application or website (“Wallet”). Funds from the

Funding Transaction in an Intermediated Transfer involving
the Staged Wallet model also typically are held transitorily in a
TP Account before being pushed to the Receiver through the
Payment Transaction.

All transfers using a Wallet must be Intermediated Transfers
because there is no Prepaid Account or Stored Balance with
the Transfer Provider. Each Intermediated Transfer is fully
funded from a Funding Transaction and each Intermediated
Transfer results in payment to the Receiver through a
Payment Transaction.

II.B. Funding Transaction Methods

The Transfer Provider, through its relationship with a
depository institution that participates in the ACH network or
a card network, initiates a debit to the Sender’s Account.

II.B.1. ACH Debit

The Transfer Provider, as an originator under the Nacha Rules

governing the ACH network, uses the Sender’s routing/transit
number and bank account number to originate an ACH debit

to the Sender’s Account for credit to the TP Account.

*Not all transfers a Sender makes involving a Transfer Provider that operates under a
Prepaid Account model are part of an Intermediated Transfer. A transfer from the Sender’s
Account at the Sender’s Bank to load funds to a Stored Balance is not an Intermediated
Transfer because it does not involve a Payment Transaction. A transfer to a recipient funded
entirely from a Stored Balance is not an Intermediated Transfer because these transfers
involve separate instructions to load funds to the Prepaid Account and to send funds to the
recipient.



I1.B.2. Debit Card

The Transfer Provider, as a merchant participating in the
payment card networks, uses information from the Sender’s
debit card to initiate a debit from the Sender’s Account for
credit to the TP Account.

II.C. Payment Transaction Methods
11.C.1. BookEntry

The Transfer Provider operating under a Prepaid Account
model credits funds from the TP Account to the Receiver’s
Prepaid Account with the Transfer Provider.

I1.C.2. ACH Credit

The Transfer Provider, as an originator under the Nacha Rules,
uses the Receiver’s routing/transit number and bank account
number to originate an ACH credit to the Receiver’s bank
account from the TP Account.

I1.C.3. Debit Card

The Transfer Provider, as a merchant participating in the
payment card networks, uses information from the Receiver’s
debit card to initiate a credit to the Receiver’s bank account
from the TP Account.

See an example illustration of an Intermediated Transfer
on page 5. See example illustrations of a Split-Funded
P2P Transfer and a Stored Balance Transfer in Appendix B
on pages 32 and 33.

> The Receiver may also elect to withdraw funds from their Prepaid Account to their bank
account via ACH, an RTP payment or a debit card “push” payment. The Receiver may also
elect to send the funds to another recipient that participates in the Transfer Provider’s
service. This withdrawal or payment to another recipient occurs via a separate instruction
after the completion of the Intermediated Transfer and is not part of the Payment
Transaction.
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Intermediated Transfer Example lllustration
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SENDER TRANSFER RECEIVER
PROVIDER
1. Sender instructs Transfer Provider 3. Transfer Provider, initiates Payment
to pay Receiver. Transaction to deliver funds to the

Receiver (via book entry, ACH credit

2. Transfer Provider, through its — 00—

Sender’s i “ "
relationship with a depository Account or debit card "push).
institution, initiates a Funding
Transaction (via ACH debit or

debit card) to transfer funds to the SENDER’S
TP Account. BANK
Notes:

- For simplicity, the illustration does not reflect the Transfer Provider’s bank, which at the Transfer Provider’s direction
would originate/transmit the Funding Transaction into the ACH network or card network. The same bank may also
hold the TP Account for the Transfer Provider.

+ The illustration does not distinguish between the Prepaid Account Model and the Staged Wallet Model as both
support Intermediated Transfers.

a. In the Prepaid Account Model, an Intermediated Transfer occurs when the Payment Transaction is funded solely
by the Funding Transaction. Funds from the Funding Transaction do not become part of a Stored Balance in the
Prepaid Account. Funds are transitorily held in the TP Account only until those funds are transferred from the TP
Account to the Receiver in the Payment Transaction.

b. In the Staged Wallet Model, all payments are Intermediated Transfers as there is no Prepaid Account or Stored
Balance with the Transfer Provider. Funds from the Funding Transaction are typically held transitorily in a TP
Account before being pushed to the Receiver through the Payment Transaction.
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The EFTA and Regulation E set forth error resolution and
other obligations for Financial Institutions in relation to
electronic fund transfers (“EFTs"”) that debit or credit a
consumer’s account.

The CFPB is charged with interpreting and enforcing
compliance with the EFTA and Regulation E. The CFPB also
issues guidance on Regulation E's requirements, which it
typically has done through Supervisory Highlights or the
EFT FAQs.”

lll.LA. Regulation E Definitions
I1I.A.1. Electronic Fund Transfer

An EFT is “any transfer of funds that is initiated through an
electronic terminal, telephone, computer, or magnetic tape
for the purpose of ordering, instructing, or authorizing a
financial institution to debit or credit a consumer’s account.”®
This includes “transfers resulting from debit card transactions,
whether or not initiated through an electronic terminal™ and
any “transfer sent via ACH."® Thus, a Funding Transaction
from the Sender’s Account at the Sender’s Bank to the
Transfer Provider, whether through the ACH network or by
debit card, is an EFT.

In the EFT FAQs, the CFPB advised that any P2P transfer that
meets the definition of an EFT is covered by Regulation E
A P2P transfer that uses a consumer’s debit card to transfer
funds is an EFT because “the term EFT includes debit card

8 The Supervisory Highlights are usually published twice per year and are available on the
CFPB's website at: https://www.consumerfinance.gov/compliance/supervisory-highlights/.

7 The EFT FAQs are available on the CFPB's website at: https://www.consumerfinance.gov/
compliance/compliance-resources/deposit-accounts-resources/electronic-fund-transfers/
electronic-fund-transfers-faqs/.

812 C.E.R.§1005.3(b)(1).
12 C.ER.§1005.3(b)(1)(v).
1012 CER. Part 1005, Supp. I, comment 3(b)(1)-1.ii.

EFT FAQs, Coverage: Transactions, Question 2.
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transactions.”? A credit-push P2P transfer is also an EFT.2
While the CFPB did not specifically address P2P transfers via
ACH, these P2P transfers would also be EFTs because ACH
transfers are within the definition of an EFT.

Further, the Intermediated Transfer is an EFT as to the

Transfer Provider. When it accepts the Sender’s instruction

for an Intermediated Transfer, the Transfer Provider agrees to
transfer funds from the Sender to the Receiver. As a result, the
entire Intermediated Transfer is an EFT as between the Sender
and the Transfer Provider because the Intermediated Transfer
is a transfer of funds initiated for the purpose of instructing

a financial institution (i.e., the Transfer Provider) to debit a
consumer’s account (i.e., the Sender’s Account at the Sender’s
Bank) in order to fund the transfer to the Receiver® Therefore,
where the Transfer Provider agrees with the Sender to transfer
funds from the Sender’s Account at the Sender’s Bank to

the Receiver, that entire transfer is an EFT even though the
Transfer Provider effects payment to the Receiver via two
distinct transactions.

I1I.LA.2. Account

For a transfer to be an EFT, it must debit or credit an
“Account”, which is (a) “a demand deposit (checking), savings,
or other consumer asset account (other than an occasional
or incidental credit balance in a credit plan) held directly or
indirectly by a financial institution and established

primarily for personal, family, or household purposes™ and

2 EFT FAQs, Coverage: Transactions, Question 3.
B EFT FAQs, Coverage: Transactions, Question 4.

1 An EFT also includes a “payment made by a bill payer under a bill-payment service
available to a consumer via computer or other electronic means, unless the terms of the
bill-payment service explicitly state that all payments, or all payments to a particular
payee or payees, will be solely by check, draft, or similar paper instrument drawn on

the consumer’s account.” 12 C.F.R. Part 1005, Supp. I, comment 3(b)(1)-1.vi. Similar to
Intermediated Transfers, a bill payment provider typically debits the consumer’s account
for the bill payment and places those funds in an account held by the bill payment provider
before sending a credit from the bill payment provider’s account to the payee’s account.
This comment clarifies the transfer of funds from the consumer’s account to the third-party
payee is an EFT.

512 C.ER.§1005.2(b)(1).


https://www.consumerfinance.gov/compliance/supervisory-highlights/
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includes (b) a Prepaid Account®

A Prepaid Account includes an account (i) “that is issued on a
prepaid basis in a specified amount or not issued on a prepaid
basis but capable of being loaded with funds thereafter”,

(ii) “whose primary function is to conduct transactions with
multiple, unaffiliated merchants for goods or services, or at
automated teller machines, or to conduct person-to-person
transfers,” and (iii) “that is not a checking account, share draft
account, or negotiable order of withdrawal account.”'Z P2P
transfers are those where a consumer can send funds via an
EFT to another consumer or a business and an account whose
primary function is to conduct P2P transfers is a Prepaid
Account even if “it is neither redeemable upon presentation
at multiple, unaffiliated merchants for goods or services, nor
usable at automated teller machines.”® As a Prepaid Account
must be capable of storing funds, a “product, such as a digital
wallet, [that] is only capable of storing a consumer’s payment
credentials for other accounts but is incapable of having
funds stored onit, ... is not a prepaid account.”?

The Sender’s Account at the Sender’s Bank is a deposit
account, typically a checking account, and is therefore
covered under Regulation E. Under the Prepaid Account
model, the Sender also holds an Account with the Transfer
Provider that is a Prepaid Account because it is capable of
being loaded with funds (e.g., the Stored Balance funded
from Sender’s Bank or funds received from other Senders), the
primary purpose of the account is to conduct P2P transfers
or pay merchants, and it is not a checking account. As such,
a Prepaid Account issued under the Prepaid Account model
also is covered by Regulation E.

I1I.A.3. Access Device

The definition of an Access Device is important because when
a person issues an Access Device and provides EFT services,
that person may be considered a Financial Institution. An
“Access Device” is “a card, code, or other means of access to a
consumer’s account, or any combination thereof, that may be

1612 C.FR.§1005.2(b)(3).

712 CFR. §1005.2(b)(3)(i)(D) (As a Prepaid Account must be capable of storing funds, a
“product, such as a digital wallet, [that] is only capable of storing a consumer’s payment
credentials for other accounts but is incapable of having funds stored oniit, ... isnota
prepaid account.”).

1812 C.ER. Part 1005, Supp. |, comment 2(b)(3)(i)-10.

12 C.E.R. Part 1005, Supp. I, comment 2(b)(3)(i)-6.
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used by the consumer to initiate electronic fund transfers."2
This includes “debit cards, personal identification numbers
(PINs), telephone transfer and telephone bill payment codes,
and other means that may be used by a consumer to initiate
an [EFT] to or from a consumer account.”?

In its Supervisory Highlights, the Federal Deposit Insurance
Corporation (“EDIC") specifically noted that “a consumer’s
mobile phone and [money payment platform] EFT application
fall under Regulation E's definition of ‘access device.””?2 While
the CFPB has not explicitly asserted this position, its guidance
suggests support for the FDIC's position. For example, the
CFPB concludes in the EFT FAQs that a Transfer Provider is a
“financial institution” when it “issues an access device and
agrees with a consumer to provide EFT services,” and the
CFPB goes on to provide the example of a mobile wallet as
the type of service that a Transfer Provider could provide that
would make it a “financial institution.”2

Moreover, a username and password approved for use by

a Transfer Provider to initiate an EFT through a Transfer
Provider’s mobile application or website constitute an Access
Device as they are a means that the Sender can use to initiate
EFTs from the Sender’s Account at the Sender’s Bank. The
Transfer Provider has issued an Access Device once the Sender
has established a profile and connected payment credentials
(such as a debit card or account and routing number for

ACH transfers) to it as that is the point when the mobile
application may be used by the Sender to initiate EFTs from
the Sender’s Account at the Sender’s Bank. Depending on the
transfer involved, the Access Device can be used to access
either the Sender’s Account held by the Sender’s Bank (e.g.,
the Sender connects their bank-issued debit card to their
Transfer Provider profile for use in Funding Transactions) or
the Sender’s Prepaid Account held by the Transfer Provider. In
either case, the Transfer Provider has issued an Access Device
that can be used by the Sender to initiate EFTs.

lll.A.4. Financial Institution

Identifying which persons are a Financial Institution in relation
to a transaction is important because Financial Institutions
are subject to Regulation E’s requirements, including those

2012 CFR.§1005.2(a)(1).
2112 CER. Part 1005, Supp. |, comment 2(a)-1.

22EDIC March 2022 Consumer Compliance Supervisory Highlights, available at: https://
www.fdic.gov/requlations/examinations/consumer-compliance-supervisory-highlights/.

B EFT FAQs, Coverage: Financial Institutions, Question 2.


https://www.fdic.gov/regulations/examinations/consumer-compliance-supervisory-highlights/

relating to error resolution. A “Financial Institution” is (a) a

person that “directly or indirectly holds an account belonging
to a consumer,” (“Part (a)"”) or (b) a person that “issues an
access device and agrees with a consumer to provide
electronic fund transfer services” (“Part (b)").2* While the EFTA
and Regulation E do not specifically define what constitutes
an “electronic fund transfer service,” guidance suggests it is

a transfer of funds to or from a person other than the person
who issued the access device and is not intended to include
transactions initiated by a party solely to collect a payment
for goods or services that person provides to the consumer
(e.g., a merchant debiting a consumer’s account for goods

or services the merchant provides to the consumer).2 As a
result, in applying Part (b) of the definition, it is important to
determine who is providing the EFT service (e.g., agreeing to
transfer funds to or from another person) and the scope of
those services.

A Sender’s Bank is a Financial Institution under Part (a) of the
definition because it holds the Sender’s Account, which is
the Sender’s deposit account. When a Sender’s Bank issues a
debit card that is used in a Funding Transaction, the Sender’s
Bank also is a Financial Institution under Part (b) because it
has issued an Access Device and agreed with the Sender to
provide EFT services. The EFT service the Sender’s Bank agrees
to provide in this case is to accept and process transactions
from merchants who debit the Sender’s Account using

the debit card information. Therefore, when the Sender’s
Bank processes an incoming debit to the Sender’s Account
that transfers funds to the Transfer Provider in the Funding
Transaction, it has completed the EFT service it has agreed
with the Sender to provide.

A Transfer Provider that meets either part of the definition

%12 C.ER.§1005.2().

%12 C.ER. Part 1005, Supp. |, comment 7(a)-1 (Explaining that “an agreement with a third
party to initiate preauthorized transfers to or from the consumer’s account” is a type of EFT
service that may trigger disclosures for the Financial Institution holding the consumer’s
Account); 44 Fed. Reg. 59474 (In discussing the EFT services that may be offered by a Service
Provider, the Board of Governors of the Federal Reserve System (“Board”) explained

“[t]he EFT card issued by [the Service Provider] can be used at automated teller machines
(ATMs) and point-of-sale (POS) terminals throughout [the Service Provider’s] EFT system

by the consumer to receive cash (or make other electronic transfers) and make purchases

at merchant locations.”). If an EFT service were defined to include transfers to the person
issuing the Access Device, nearly every merchant facilitating e-commerce transactions
would be considered a Financial Institution because of the broad definition of Access Device
(i.e., a profile username and password that can be used through a mobile application or
website to direct a transfer of funds from stored debit card or ACH information) and those
merchants would have full error resolution obligations for each mobile or web-initiated
payment received.
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is also a Financial Institution.2® A Transfer Provider is a
Financial Institution under Part (b) of the definition because

it has issued an Access Device and agreed with the Sender

to provide EFT services. By way of example of a Financial
Institution under Part (b), the CFPB notes in the EFT FAQs

that a Transfer Provider “may enter into an agreement with

a consumer for a mobile wallet that the consumer can use

to initiate debit card transactions from their external bank
account to another person’s external bank account."” As a
result, the EFT service the Transfer Provider agrees with the
Sender to provide is the Intermediated Transfer. After the
Transfer Provider receives funds from the Sender’s Bank in
the Funding Transaction, it must still execute the Payment
Transaction as instructed in order to complete the EFT service
it has agreed it to provide (i.e., transfer funds from the Sender
to the Receiver).

As discussed further in Section l11.D below, from the Sender’s
perspective, there generally are two Financial Institutions
involved in the Funding Transaction and only one Financial
Institution involved in the Payment Transaction. Depending
on the transfer involved, a P2P Provider may be a Financial
Institution under both Part (a) and Part (b) for different parts
of a P2P transfer. For example, in a Split-Funded P2P Transfer,
the P2P Provider is a Financial Institution under Part (b) of
the definition for the Intermediated Transfer portion for the
same reasons discussed in the previous paragraph because
the P2P Provider is a Transfer Provider as to that portion of
the Split-Funded P2P Transfer. The P2P Provider is a Financial
Institution under Part (a) of the definition for the Stored
Balance Transfer portion of a Split-Funded P2P Transfer
because it holds the Sender’s Prepaid Account that is debited
as part of the Stored Balance Transfer.22 A P2P Provider can
also be a Financial Institution for different reasons depending
on the operating model involved. A P2P Provider operating
under a Prepaid Account model may be a Financial Institution
under Part (a) and Part (b), depending on whether the P2P
transfer is an Intermediated Transfer or a Split-Funded P2P
Transfer. A Transfer Provider operating under a Staged

Wallet model is a Financial Institution only under Part (b). It

is important to identify which part of the definition applies
as Financial Institutions acting in their capacity under Part (a)
cannot be Service Providers.

% EFT FAQs, Coverage: Financial Institutions, Question 1.
27 EFT FAQs, Coverage: Financial Institutions, Question 2.

B EFT FAQs, Coverage: Financial Institutions, Question 2.



III.LA.5. Service Provider

A Financial Institution can also be a Service Provider, in which
case it assumes full error resolution obligations for an EFT,
while any other Financial Institution involved in the EFT is
exempt from investigating and resolving an alleged error.

A “Service Provider” is a person that (i) “does not hold the
consumer’s account,” (ii) “issues a debit card (or other access
device) that the consumer can use to access the consumer’s
account held by a financial institution,” and (iii) “has no
agreement with the account-holding institution regarding
such access.”? A Financial Institution acting in its capacity
under Part (a) with respect to a given EFT cannot be a Service
Provider because it, by definition, holds the consumer’s
account that is accessed. A Financial Institution acting in its
capacity under Part (b) with respect to a given EFT may be

a Service Provider because it issues an Access Device and
agrees with the consumer to provide EFT services.®

The “account” referenced in the Service Provider definition

is the account being accessed by the Access Device (i.e.,

the Sender’s Account at the Sender’s Bank in a Funding
Transaction) and is not any Account the Service Provider may
hold for the same consumer. A Financial Institution may be

a Service Provider whether or not it also has established an
Account so long as the “account” accessed by the Service
Provider’s Access Device is an Account held at another
Financial Institution.®

For example, consider the scenario where a Transfer Provider
has established a Prepaid Account for the Sender and the
Sender uses the Transfer Provider’s Access Device to instruct
the Transfer Provider to execute an Intermediated Transfer
that is fully funded via a Funding Transaction from the
Sender’s Account at the Sender’s Bank (which is the account-
holding financial institution for purposes of clause (i) of the
Service Provider definition). The Transfer Provider can be a

212 C.ER.§1005.14(a).
12 C.E.R.§1005.2(i); EFT FAQs, Coverage: Financial Institutions, Question 1.

3112 CER. Part 1005, Supp. I, comment 14(a)-1.

Service Provider with respect to the Funding Transaction
because the Access Device issued by the Transfer Provider
accesses the Sender’s Account at the Sender’s Bank. It does
not matter in this scenario that the Transfer Provider holds
a Prepaid Account for the Sender because that is not the
account being debited in the Funding Transaction.

For a Financial Institution to be a Service Provider with
respect to an EFT, it must not have an “agreement” with the
account-holding Financial Institution governing the EFT to the
account initiated by the Access Device issued by the Service
Provider. The ACH rules (i.e., Nacha Rules) alone are not an
agreement for purposes of the Service Provider definition.?
However, the card networks’ rules do constitute such an
agreement.® This distinction arises because of the difference
in how the systems operate with regard to Access Devices
and the regulatory intent to cover only those agreements
that relate to Access Devices. Under the card network rules, a
Financial Institution or Transfer Provider (acting as a merchant
participant in the card network) is required to honor all debit
cards issued on the network as a condition of participating in
the network. Card network participants specifically agree to
honor each other’s Access Devices as part of the network rules
and therefore the card network rules are an “agreement.”
On the other hand, the ACH system does not have such a
requirement to honor Access Devices as part of accepting
transfers through the system. Thus, participation in and
agreement to be bound by rules governing transfers through
the ACH system does not constitute an “agreement.”>

In the scenario described earlier in this section, if the Funding
Transaction occurred via ACH, the Transfer Provider would

be a Service Provider because it does not hold the account
being accessed by the Access Device, has issued an Access
Device used for the Funding Transaction, and does not have
an agreement with the Sender’s Bank regarding the Funding

3212 CER. Part 1005, Supp. |, comment 14(a)-2; EFT FAQs, Coverage: Financial Institutions, Question 1.

3 EFT FAQs, Coverage: Financial Institutions, Question 4.

3445 Fed. Reg. 8258 (“The Board intends an agreement for these purposes to mean a specific agreement in which two or more institutions agree to provide customers of some or all of them with
an EFT service involving an access device, and agree as to their rights and obligations with respect to this service.”).

% 45 Fed. Reg. 8267 (“Institutions do not have such an agreement solely because they participate in transactions that are cleared through an automated or other clearing house or similar
arrangement for the clearing and settlement of fund transfers generally, or because they agree to be bound by the rules of such an arrangement.”).
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Transaction. In contrast, if the Funding Transaction instead
occurred via a debit card transaction, the Transfer Provider
cannot be a Service Provider because the card network rules
constitute an agreement with the Sender’s Bank regarding
the debit card transaction.

I1I.A.6. Unauthorized Electronic Fund Transfer

An “unauthorized electronic fund transfer” is any EFT “from

a consumer’s account initiated by a person other than the
consumer without actual authority to initiate the transfer
and from which the consumer receives no benefit.”*¢ An
unauthorized EFT includes an EFT “initiated by a person who
obtained the access device from the consumer through fraud
or robbery.”*

In the EFT FAQs, the CFPB explained that an unauthorized

EFT includes situations where a “consumer’s account access
information is obtained from a third party through fraudulent
means” and used by the fraudster to conduct an EFT.3 The
CFPB provided the examples of a computer hacker obtaining
the consumer’s account access information and initiating an
EFT from the consumer’s account; a consumer sharing debit
card information with a P2P payment provider and a fraudster
gaining access to the consumer’s phone and using the mobile
wallet to initiate a transfer from the consumer’s deposit or
prepaid account; and a thief stealing the consumer’s physical
wallet and using the debit card to initiate a payment.

The CFPB also explained that “when a consumer is
fraudulently induced into sharing account access information
with a third party, and a third party uses that information to
make an EFT from the consumer’s account, the transfer is an
unauthorized EFT under Regulation E."”* The CFPB provided
the examples of a third party posing as a representative from
the consumer’s financial institution to obtain the consumer’s

312 C.F.R.§1005.2(m). An unauthorized EFT does not include an EFT initiated “by a person
who was furnished the access device to the consumer’s account by the consumer, unless the
consumer has notified the financial institution that transfers by that person are no longer
authorized.” 12 C.F.R. § 1005.2(m). “If a consumer furnishes an access device and grants au-
thority to make transfers to a person (such as a family member or co-worker) who exceeds
the authority given, the consumer is fully liable for the transfers unless the consumer has
notified the financial institution that transfers by that person are no longer authorized.” 12
C.ER. Part 1005, Supp. I, comment 2(m)-2. An unauthorized EFT also does not include an EFT
initiated “with fraudulent intent by the consumer or any person acting in concert with the
consumer” or “by the financial institution or its employee.” 12 C.F.R. § 1005.2(m).

712 C.ER. Part 1005, Supp. I, comment 2(m)-3.
38 EFT FAQs, Error Resolution: Unauthorized EFTs, Question 4.

32 EFT FAQs, Error Resolution: Unauthorized EFTs, Question 5.
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account login information and using that information to
initiate an EFT, and a third party using phishing to gain access
to a consumer’s computer to observe the consumer entering
account login information and using that information to
initiate an EFT. The CFPB further advised that the EFTs in
these examples are not “initiated by a person who was
furnished the access device to the consumer’s account by

the consumer” and instead are “EFTs initiated using account
access information obtained through fraud or robbery.”?
Note, however, that these examples contrast with the scenario
where the consumer is fraudulently induced into initiating an
EFT, which are not unauthorized EFTs because they are not
initiated by a person “other than the consumer.”

II.A.7. Error

Financial Institutions must investigate and resolve errors
asserted by a consumer. An “error” is any of the following:

« “An unauthorized electronic fund transfer;

- Anincorrect electronic fund transfer to or from the con-
sumer’s account;

- The omission of an electronic fund transfer from a periodic
statement;

« A computational or bookkeeping error made by the finan-
cial institution relating to an electronic fund transfer;

« The consumer’s receipt of an incorrect amount of money
from an electronic terminal;

- An electronic fund transfer not identified in accordance
with § 1005.9 or § 1005.10(a); or

« The consumer’s request for documentation required by §
1005.9 or § 1005.10(a) or for additional information or clar-
ification concerning an electronic fund transfer, including
a request the consumer makes to determine whether an
error exists under [§ 1005.11(a)(1)(i) through (vi)].”

The definition of “error” in Regulation E is largely the same
as the definition in the EFTA. Other than unauthorized EFTs,
which are discussed in Section Ill.A.6 above, there is little
discussion in the regulation or its commentary on the types
of issues that fall within each error category. An “incorrect
electronic fund transfer” is not defined or further clarified in
the EFTA or Regulation E.

“OEFT FAQs, Error Resolution: Unauthorized EFTs, Question 6.

112 C.E.R.§1005.11(a)(1). An “error” does not include any of the following: “a routine
inquiry about the consumer’s account balance; a request for information for tax or other
record keeping purposes; or a request for duplicate copies of documentation.” 12 C.F.R. §
1005.11(a)(2).
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lll.B. Requirements for Error Resolution for
Financial Institutions

I1I.B.1. Overview of Error Resolution Procedures*?

Upon timely receipt of a notice of error from a consumer, a
Financial Institution must promptly investigate and resolve
the error.® Regulation E imposes requirements for how long
a Financial Institution has to complete its investigation, the
steps a Financial Institution must take when its investigation
reveals an error occurred, and the procedures a Financial
Institution must follow when its investigation reveals no
error or a different error occurred. If the error involves an
unauthorized EFT, Regulation E provides that the consumer
may be held liable for some portion of the EFT based on when
the consumer provided notice to the Financial Institution of
the unauthorized EFT.4%

1ll.B.2. Consumer Notice Triggering Error
Resolution Obligations

A Financial Institution’s error resolution obligations are
triggered when the consumer provides notice of an error.*®
The consumer has 60 days from the date the Financial
Institution sent the periodic statement on which the error
was first reflected to provide notice of the alleged error to the
Financial Institution.*® The notice must include information
sufficient for the Financial Institution to identify the consumer
and account number and must indicate why the consumer
believes an error exists.*

General assertions by the consumer are sufficient to trigger
the Financial Institution’s error resolution obligations.
Regulation E notes that additional information about the
error, such as the type, date, and amount, only needs to be

“2 More detailed information about the error resolution procedures is set forth in
Appendix A.

“12 C.ER.§1005.11(h), (), and (d).

“12 C.FR.§1005.6(b).

12 CFR.§1005.11(b)(1). When a consumer asks whether an EFT was debited or credited
to the Account without actually asserting any error, the error resolution procedures do not
apply. 12 C.E.R. Part 1005, Supp. |, comment 11(a)-2. A consumer’s notice of loss or theft of
an access devices also does not trigger the error resolution procedures unless the consumer
also “alleges possible unauthorized use as a consequence of the loss or theft.” 12 C.F.R. Part
1005, Supp. I, comment 11(a)-3.

12 C.FR. §1005.11(b)(1)(i).

12 C.FR.§1005.11(b)(1)(ii) and (iii).
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provided by the consumer “to the extent possible.”8 A broad
interpretation of a consumer’s notice helps ensure consumers
receive the benefits of the regulation’s requirements even

if consumers are unable to provide specific details about an
alleged error.”2 However, a Financial Institution may struggle
with what constitutes an error assertion given the lack of
clarity about the types of issues that fall within certain error
categories. For example, a Financial Institution may find it
difficult to determine whether a consumer notice has asserted
an incorrect EFT as Regulation E provides no definition or
explanation of the factual situations that constitute

incorrect EFTs.2°

The broad guidance on what constitutes an error assertion
may also lead a Financial Institution to be overinclusive in

the types of claims it treats as errors because of a lack of
information provided in the initial error notice. For example,

a consumer who purchases goods online and is dissatisfied
with the goods when they arrive may inform the Financial
Institution that the purchase is unauthorized but omit the fact
that the consumer, in fact, made the purchase. In such cases,
the Financial Institution treats the claim as an error and begins
its investigation. When the investigation reveals the consumer
made the purchase, the investigation concludes with a finding
that no error occurred. In contrast, if the same consumer
informed the Financial Institution that the consumer
purchased the goods but wishes to dispute the purchase
because the consumer is unable to obtain a refund from the
retailer, the Financial Institution would treat the consumer as
having not asserted an error and would not be required to
investigate the issue under Regulation E.

A Financial Institution can ask consumers for more
information about an alleged error, but it cannot delay the
investigation until it receives such information.>! For example,
a Financial Institution may request an affidavit or police

812 CER. §1005.11(b)(1)(iii).

“ 44 Fed. Reg. 59481 (“The commentary to the first proposal suggested that a financial
institution would not be relieved of error resolution responsibilities where a consumer

is unable to describe the error or articulate the amount of or the reasons for the error. ...
The Board still believes that its position is proper and necessary in order to minimize the
possibility that a consumer could be denied the protections of section 205.11 by not being
able to understand the cause or nature of the error or articulate the reasons for the error.
Consequently, where a consumer’s notification is somewhat vague or imprecise, a
financial institution is expected to make a good faith effort to identify and resolve the
alleged error.”).

5%1n such cases, a Financial Institution may elect to initially treat a consumer’s claim as a
non-Regulation E complaint in order to investigate and determine whether there is any

issue with the account.

5112 C.ER. Part 1005, Supp. I, comment 11(b)(1)-2.
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report from the consumer but the Financial Institution “may
not delay initiating or completing an investigation pending
receipt of [such] information..."2

I1I.C. Requirements for Error Resolution for Transfers
Involving Service Providers

I1.C.1. The Service Provider Has Full Error
Resolution Obligations

When a consumer provides notice of an error to a Service
Provider regarding an EFT initiated via the Access Device
issued by the Service Provider, the Service Provider must
comply with the full error resolution obligations as set forth in
Section IIl.B and Appendix A. As the party issuing the Access
Device, the Servicer Provider should bear the risks associated
with such issuance and, therefore, the Service Provider is
assigned responsibility for error resolution and the account-
holding Financial Institution’s error resolution obligations are
very limited as described in Section 11.C.2 below.

While the full error resolution obligations apply, there are
some differences in relation to Service Providers. The Service
Provider must extend the time a consumer has to submit

a notice of error by a reasonable time if the consumer is
delayed in providing notice because they first attempted to
notify the account-holding Financial Institution.= If a Service
Provider must provide provisional credit, it must, in addition
to the other required disclosures, tell the consumer the date
on which it initiated the transfer for provisional credit.>* If a
Service Provider will debit a provisional credit because the
investigation revealed no error occurred, it must notify the
account-holding Financial Institution of the period during
which the account-holding Financial Institution must honor
debits to the account.>® The Service Provider is responsible to
the account-holding Financial Institution for the amount

of any overdraft that results from the debiting of the
provisional credit.>®

When an investigation reveals an error occurred, the amount
of the error correction provided by the Service Provider must
include all fees and charges imposed by either the Service

S2EFT FAQs, Error Resolution, Question 4.
312 C.FR.§1005.14(b)(2)(i).

3412 C.ER.§1005.14(b)(2)(ii).

%12 C.FR.§1005.14(b)(2)(iv).

%12 C.FR.§1005.14(b)(2)(iv).
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Provider or the account-holding Financial Institution.”” The
Service Provider must also comply with the general error
resolution procedures outlined in section 1005.11, which
requires the amount of the error correction to include interest,
if applicable.®® As Regulation E assigns full responsibility

for error correction to the Service Provider, the Transfer
Provider is likely liable to the Sender for any interest due if the
Sender’s Account at the Sender’s Bank is an interest-bearing
account. As discussed further in Section Ill.C.2 below, the
account-holding Financial Institution is required to provide,
upon request, information needed by the Service Provider in
connection with an error investigation. If the Sender’s Bank
receives such a request, from either the Sender or the Transfer
Provider, the Sender’s Bank must provide information about
interest and fees that should be included in the amount of the
error correction. Even if the Sender’s Bank does not receive
such a request, it may still provide information about interest
and fees to the Sender so that the Sender can provide such
information to the Transfer Provider in connection with the
error claim.

One issue that arises in the context of Transfer Providers
operating under the Prepaid Account model that are Service
Providers is whether the Transfer Provider can credit the
Sender’s Prepaid Account rather than the Sender’s Account
at the Sender’s Bank. When providing provisional credit or
correcting an error, the Transfer Provider must credit “the
consumer’s account.””2 The consumer account involved in
the Intermediated Transfer is the Sender’s Account at the
Sender’s Bank. Therefore, Regulation E implies that the
account that must be credited is the Sender’s Account at the
Sender’s Bank. Further, a Transfer Provider is required to notify
the Sender’s Bank when it debits a provisional credit, which
further supports that the Sender’s Account at the Sender’s
Bank is the account that must be credited. However, because
Regulation E does not expressly require the Service Provider
investigating the error to credit the Account that was debited
in connection with the alleged erroneous EFT, there may be
cases where a Transfer Provider credits the Sender’s Prepaid
Account instead.

l1I.C.2. Account-holding Financial Institution Has
Limited Error Resolution Obligations

While the account-holding Financial Institution does not

5712 C.ER. Part 1005, Supp. |, comment 14(b)(2)-1.
%812 C.FR. Part 1005, Supp. I, comment 11(c)-6.

%12 C.FR.§1005.11(c)(2)(i), 1005.74(b)(2)(jii).
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have full error resolution obligations, it does have to follow
two rules. First, upon request, the account-holding Financial
Institution must provide information or copies of documents
that the Service Provider needs to investigate errors or to
furnish copies of documents to the consumer.®® Second,
when the Service Provider will debit a provisional credit, the
account-holding Financial Institution must also honor all
checks, drafts, or similar instruments payable to third parties
and preauthorized EFTs from the Account for five business
days after the Service Provider notifies the consumer of that
the provisional credit will be debited.®

lIl.D. Error Resolution Responsibilities of the Transfer
Provider and the Sender’s Bank

This section addresses how the error resolution requirements
discussed above in Section Il.B and IIl.C, and in Appendix

A, apply to the Sender’s Bank and the Transfer Provider

for Funding Transactions, Payment Transactions, and
Intermediated Transfers. Sections ll1.D.1, lll.D.2 and l1l.D.3
explain when the Sender’s Bank, Transfer Provider, or both are
Financial Institutions as a general matter and, thus, have error
resolution obligations. Sections lIl.D.1.a and Il.D.1.b describe
potential factual variations that impact the parties’ error
resolution obligations.

I1.D.1. The Transfer Provider and the Sender’s
Bank Both Are Financial Institutions with
Respect to Funding Transactions

For purposes of the Funding Transaction of an Intermediated
Transfer, both the Sender’s Bank and the Transfer Provider
are Financial Institutions. The Sender’s Bank holds the
Sender’s Account being debited and is therefore a Financial
Institution under Part (a). The Transfer Provider is a Financial
Institution under Part (b) because it issues an Access Device
to the Sender and agrees to provide EFT services, and,
further, it does not hold the Account being debited. Since
the Transfer Provider is covered under Part (b), it may also be
a Service Provider if it does not have an agreement with the
Sender’s Bank regarding the type of EFT used for the Funding
Transaction.

That there are two Financial Institutions involved does not
alleviate either of its Regulation E error resolution obligations.
If a consumer provides timely notice of an error to either

5012 C.ER. §1005.14(c)(2).

6112 C.FR. §1005.14(c)(2). Only those items that would have been paid if the provisional
credit had not been debited need to be honored. 12 C.F.R. § 1005.11(d)(2)(ii).
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Financial Institution, that Financial Institution must comply
with its error resolution obligations.®2 If the Sender provides
timely notice of an error to both the Sender’s Bank and the
Transfer Provider, both have full error resolution obligations,
as discussed in Section Ill.B above and Appendix A. Each must
investigate promptly and cannot require the Sender to first
try to resolve the error with the other Financial Institution.s
The only exception is when the Transfer Provider is a Service
Provider, as discussed in Section IlIl.D.1.b below.

lll.D.1.a. The Transfer Provider Resolves
the Error Pertaining to the
Funding Transaction when the
Transfer Provider is not a
Service Provider

When both the Sender’s Bank and the Transfer Provider

have error resolution obligations for a Funding Transaction
because the Transfer Provider is not a Service Provider, it is
possible that the Transfer Provider will correct the error before
the Sender’s Bank has finalized its investigation. When that
occurs, the Sender’s Bank may use that information as part

of its investigation and resolution of the Sender’s claim. The
Sender’s Bank must still report the results of the investigation
to the Sender, but it would not need to also correct the error.
While the CFPB has not directly stated this outcome for errors
involving EFTs, it has done so in other rules, including in other
parts of Regulation E, so it is reasonable to conclude that the
CFPB would not object if the Sender’s Bank does not also
credit the Sender’s Account for an error after the Transfer
Provider has corrected the same error.®*

For example, consider a scenario where the Sender asserts
the same error with a Funding Transaction to both the

S2EFT FAQs, Coverage: Financial Institutions, Question 1 (“Any entity that is considered

a financial institution under Requlation E has error resolution obligations in the event

that a consumer notifies the financial institution of an error”); EFT FAQs, Error Resolution:
Unauthorized EFTs, Question 4 (“All of the financial institutions in these examples, including
any non-bank P2P payment provider or deposit account holding financial institution, must
comply with the error resolution requirements”).

83 EFT FAQs, Error Resolution: Unauthorized EFTs, Question 9.

¢ 1n the remittance transfer error resolution rules, the CFPB explained that if a remittance
transfer provider or an account-holding institution provides a credit for an error asserted
to both parties, the other party “has no further responsibilities to investigate the error if
the error has been corrected.” 12 C.F.R. Part 1005, Supp. |, comment 33(f)-3. In the credit
card error resolution rules under Regulation Z, the CFPB explained a creditor may reverse
amounts previously credited to correct an error if the consumer “receives more than one
credit to correct the same billing error” as long as “the total amount of the remaining
credits is equal to or more than the amount of the error and that the consumer does not
incur any fees or other charges as a result of the timing of the creditor’s reversal.” 12 C.E.R.
Part 1026, Supp. |, comment 13(c)(2).
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Sender’s Bank and the Transfer Provider, triggering error
resolution obligations for both parties. The Sender’s Bank
and the Transfer Provider each start an error investigation.
The Transfer Provider confirms an error with respect to the
Funding Transaction and corrects the error by transferring
funds to the Sender’s Account at the Sender’s Bank. The
Sender’s Bank may point to the fact that the Transfer Provider
corrected the error to conclude the error has been resolved.
The Sender’s Bank should then provide notice to the Sender
that the investigation is complete and that the error has been
corrected by the Transfer Provider.

The outcome would be the same even if the Sender Bank’s
had provided a provisional credit to the Sender’s Account.
The Sender’s Bank would still be required to provide notice
and comply with the Regulation E requirements regarding
debiting a provisional credit, but it could point to the Transfer
Provider’s credit to show the error was properly corrected.

When a Transfer Provider operates under the Prepaid
Account model, Regulation E and related guidance do not
expressly address whether the Transfer Provider can credit the
Sender’s Prepaid Account rather than the Sender’s Account
at the Sender’s Bank to correct an error. The provisional
credit requirements under Regulation E provide that the
Transfer Provider must credit “the consumer’s account.”>

The consumer account involved in the Intermediated
Transfer is the Sender’s Account at the Sender’s Bank.
Therefore, Regulation E implies that the account that must
be provisionally credited is the Sender’s Account at the
Sender’s Bank. However, the requirements of Regulation E
governing final correction of an error provide only that the
Transfer Provider must “correct the error within one business
day after determining that an error occurred,”® and generally
do not mandate the action the Transfer Provider must take

to correct the error. Unlike the provisional credit rules, the
error correction rules do not reference crediting a consumer’s
account. If corrective action involves a refund to the Sender
(e.g., the error involves an unauthorized EFT or an EFT in
excess of the amount the Sender authorized), a Transfer
Provider may believe it satisfies Regulation E by crediting the
Sender’s Prepaid Account for provisional and final credits and
need not provide the credit to the Sender’s Account at the
Sender’s Bank.

Additionally, when an investigation reveals an error occurred,

%12 C.FR.§1005.11()(2)(0).

%12 C.FR.§1005.11(c)(1), (c)(2)(iii).

ERRORRESOLUTION FOR P2P PAYMENT SERVICES: BEYOND THE CFPB FAQS

the correction must include interest and fees, if applicable.®’
Regulation E does not specify whether this includes interest
and fees assessed or paid by the Sender’s Bank, interest

and fees assessed or paid by the Transfer Provider or

both. Regulation E explains that “[i]f a financial institution
determines an error occurred, ... it must correct the error

... including, where applicable, the crediting of interest

and the refunding of any fees imposed by the institution.”
Other than in the rules for Service Providers discussed in
Section lll.C.1, Regulation E’s general error resolution rules
do not contemplate scenarios where there are two Financial
Institutions responsible for error resolution as to the same
EFT and therefore do not address any requirements for one
Financial Institution to reimburse interest or fees assessed

or paid by the other Financial Institution involved. Where
neither Financial Institution is a Service Provider, Regulation
E also does not impose any requirement for the two Financial
Institutions to share information about the underlying EFT
subject to an error claim and any related interest and fees. As
a result, a Transfer Provider may be unaware of interest or fees
assessed or paid by the Sender’s Bank and may not include
such amounts when correcting an error, even if the error is
corrected as a refund to the Sender’s account at the

Sender’s Bank.

The risks of relying on the Transfer Provider’s error correction
likely increase where the Sender’s Bank is unsure whether the
Transfer Provider credited the Sender for the error (e.g., if the
Transfer Provided credited the Sender’s Prepaid Account). If
the Sender’s Bank is able to confirm that the Transfer Provider
credited the Sender’s Prepaid Account for an error and the
amount of the credit, the Sender’s Bank likely may rely on that
information to resolve the Sender’s claim without also having
to credit the Sender’s Account. However, if the Sender’s Bank
knows the error was corrected but is unable to confirm the
details of the credit, it may need to make a risk-based decision
on whether it has sufficient information to show the error

was corrected.

A Transfer Provider may also determine that the amount of
the error was different than that asserted by the Sender or
be unaware of any interest or fees imposed by the Sender’s
Bank in connection with the alleged erroneous transaction,
resulting in a credit by the Transfer Provider for less than
the full amount due in connection with the error. In such
cases, the Sender’s Bank likely is responsible to the Sender

6712 C.E.R. Part 1005, Supp. I, comment 11(c)-6.

B 1d.
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for the deficiency but can still point to the Transfer Provider’s
correction for the other amounts.

I1I.D.1.b. The Transfer Provideris a
Service Provider

When the Transfer Provider is a Service Provider, the Sender’s
Bank has more limited error resolution obligations. As
discussed in Section lll.A.5 above, the Transfer Provider,
which has issued an Access Device to the Sender, is a Service
Provider when there is no agreement between it and the
Sender’s Bank regarding the Funding Transaction. In that
case, as the account-holding Financial Institution, the Sender’s
Bank is only required to provide information and copies

of documentation and to honor items and preauthorized
EFTs in connection with the debiting of a provisional credit,
as discussed in Section l1l.C.2 above. While not explicitly
required, the Sender’s Bank may advise the Sender to provide
notice of the alleged error to the Transfer Provider. Further,
the Sender’s Bank is not itself required to notify the Transfer
Provider of an alleged error.

The Transfer Provider, as the Service Provider, has full error
resolution obligations, as discussed in Section lIl.C.1 above.
The Transfer Provider is responsible for investigating the
Sender’s claim, determining whether an error occurred,
correcting any error, and notifying the Sender of the results
of the investigation. The Sender’s Account at the Sender’s
Bank should be credited for any error but, in some cases, a
Transfer Provider might credit the Sender’s Prepaid Account
for the amount of the error rather than crediting the Sender’s
Account at the Sender’s Bank (even though this may be
inconsistent with Regulation E). The Transfer Provider is also
responsible for any interest and fees assessed by the Sender’s
Bank in connection with the alleged erroneous EFT.

111.D.2. Only the Transfer Provider is a Financial
Institution with Respect to the Payment
Transaction

As the Payment Transaction of an Intermediated Transfer
involves the transfer of funds between the TP Account

and the Receiver’s account, the Transfer Provider is a
Financial Institution as to the Sender regarding the Payment
Transaction because it is part of the Intermediated Transfer
EFT service the Transfer Provider has agreed with the Sender
to provide. The Sender’s Bank is not a Financial Institution for
the Payment Transaction as the Sender’s Bank does not hold
a consumer account being debited or credited as part of the
Payment Transaction and has not agreed with a consumer to
provide EFT services related to the Payment Transaction, so it
does not have any error resolution obligations. The Receiver’s
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bank may also be a Financial Institution for a Payment
Transaction but would not have error resolution obligations
under Regulation E as to any error claim by the Sender.® The
Transfer Provider is the Financial Institution with responsibility
for the Payment Transaction for any notice of error provided
by the Sender that implicates that transaction. The Sender’s
Bank is not responsible for the Payment Transaction nor does
it have any error resolution obligation with respect to any
disputes involving the Payment Transaction.

111.D.3. Only the Transfer Provider is a Financial
Institution with Respect to the
Intermediated Transfer

When a Transfer Provider executes a Sender’s instruction via

an Intermediated Transfer, it agrees with the Sender to transfer
funds from the Sender’s Account at the Sender’s Bank to the
Receiver. As a result, the entire Intermediated Transfer is an EFT
as between the Sender and the Transfer Provider because the
Intermediated Transfer is a “transfer of funds initiated ... for
the purpose of ... instructing ... a financial institution [(i.e., the
Transfer Provider)] to debit ... a consumer’s account [(i.e., the
Sender’s Account at the Sender’s Bank)]” in order to fund the
transfer to the Receiver. The Sender’s instruction to the Transfer
Provider is not complete until funds have been transferred from
the Sender’s Account at the Sender’s Bank to the Receiver. If the
Transfer Provider fails to execute the Sender’s full instruction
due to an occurrence constituting an “error” under Regulation
E, the Transfer Provider has error resolution obligations as

to the Intermediated Transfer regardless of whether the
occurrence constituting the “error” is isolated to the Funding
Transaction or the Payment Transaction.”®

In contrast, the Sender’s instruction to the Transfer Provider
that is passed on to the Sender’s Bank is limited to transferring
funds from the Sender’s Account to the Transfer Provider by
properly processing the incoming debit (i.e., the Funding
Transaction). The Sender’s Bank is not privy to any further
instructions between the Sender and the Transfer Provider
(including as to the Payment Transaction). As a result, the
Sender’s Bank is only responsible for the Funding Transaction.

% The Receiver’s bank could have error resolution obligations for a claim of error submitted
by the Receiver (assuming the Receiver is a consumer), if, for example, the EFT was not
properly reflected on the Receiver’s periodic statement. Also, note that if the Sender’s Bank
also happens to be the Receiver’s bank, it may be a Financial Institution for the Payment
Transaction. However, it would be a Financial Institution in its capacity as the Receiver’s
bank and notin its capacity as the Sender’s Bank.

7 For an example of the applicability of this principle, see Section [V.D.1and IV.D.2.
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In each scenario below, the “Consumer” is the person who
opened an account with a depository financial institution
(“Consumer’s Bank”). When a Consumer authorizes an
Intermediated Transfer, the Consumer is a Sender and the
Consumer’s Bank is the Sender’s Bank. Each of the scenarios
considered below assumes the following basic facts and
funds flows:

e Each Intermediated Transfer is initiated through the
Transfer Provider (e.g., using the Access Device issued by
the Transfer Provider) and not the Consumer’s Bank.

e Funds are pulled from the Consumer’s Account at the
Consumer’s Bank via a debit transfer (i.e., for the Funding
Transaction).

¢ The funds for the Intermediated Transfer move from
the Consumer’s account at the Consumer’s Bank to a TP
Account at the conclusion of the Funding Transaction
(i.e., the funds debited from the Consumer’s Bank are
not used to fund a Stored Balance in a Prepaid Account
at the Transfer Provider but rather are used to fund an
Intermediated Transfer).

e A Consumer challenging an Intermediated Transfer
provides timely notice of the alleged error to the
Consumer’s Bank in accordance with Regulation E.

e The Consumer’s error notice sets forth all the facts
outlined in each scenario and such facts are true.”t

IV.A. Fraudster Initiates Intermediated Transfers Using
Stolen Credentials

IV.A.1. A Fraudster Obtains Transfer Provider
Access Device Without the Consumer’s
Knowledge - Baseline Scenario (Debit Card)

The Consumer has a Prepaid Account or Wallet relationship
with a Transfer Provider. The Consumer has provided debit
card information associated with the Consumer’s account
at the Consumer’s Bank to the Transfer Provider for use in

7" For purposes of this paper, the Consumer is assumed to provide a full, accurate account of
the alleged error. However, as a practical matter, this often does not occur in real notices of
error and related investigations. As discussed in Section |11.B.2, the facts a Consumer alleges
may not be as clear as the scenarios in this paper or may not fully come to light until later in
the Financial Institution’s investigation.
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connection with Funding Transactions. A fraudster gains
direct access to the Consumer’s Transfer Provider Access
Device without the Consumer’s participation or knowledge,
such as by hacking into the Consumer’s phone or observing
the Consumer input their login credentials. The fraudster
instructs the Transfer Provider to transfer funds to the
fraudster’s bank account and the Transfer Provider executes
that instruction via an Intermediated Transfer.

IV.A.1.a. The Consumer Asserts These
Facts and Claims Error to the
Consumer’s Bank

The Funding Transaction is an unauthorized EFT because the

Transfer Provider did not have “actual authority” to initiate
EFTs from the Consumer’s account at the Consumer’s Bank.

The fraudster is unable to give such authority to the Transfer

Provider because the Fraudster is not an accountholder
authorized to transact on the Consumer’s account at the
Consumer’s Bank, is not an authorized user of the access
device issued by the Transfer Provider, or otherwise acting
on behalf of the Consumer. That the fraudster gained access
to the Consumer’s account at the Consumer’s Bank through
the Transfer Provider does not impact whether the fraudster
has authority to authorize EFTs from such account. Further,
even if the Consumer provided a standing authorization

when establishing the relationship with the Transfer Provider,

the Consumer is still required to give additional instruction
(date, amount, receiver, etc.) to the Transfer Provider before
any authorized Intermediated Transfer under the standing
authorization can be facilitated. If the Consumer is not the
person who gives such instruction to the Transfer Provider,
the Intermediated Transfer is unauthorized. The Consumer
has asserted an error to the Consumer’s Bank.

IV.A.1.b. The Consumer’s Bank’s Error
Resolution Obligations

The Consumer’s Bank has full error resolution obligations
for the Funding Transaction under this scenario because
the Transfer Provider is not a Service Provider. As discussed
in Section Ill.A.5 above, in order to be a Service Provider,
the Transfer Provider must not have an agreement in place
with the Consumer’s Bank. As the Funding Transaction in
this scenario involved a debit card transaction, the Transfer
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Provider and the Consumer’s Bank have an agreement in
place (i.e., the card network rules) regarding the Funding
Transaction. Therefore, the Consumer’s Bank cannot rely on
the Service Provider rules under Regulation E.

As the Transfer Provider is also a Financial Institution with
respect to the Funding Transaction, the Consumer may also
submit an error claim to the Transfer Provider. However, this
does not alleviate the Consumer’s Bank of its error resolution
obligations, and the Consumer’s Bank may not condition
compliance with its error resolution obligations on the
Consumer asserting an error with the Transfer Provider.

IV.A.1.c. The Transfer Provider’s Error
Resolution Obligations

The Funding Transaction is unauthorized as to the Transfer
Provider because it was initiated by a person without
authority to initiate transfers from the Consumer’s account at
the Consumer’s Bank. As a Financial Institution with respect
to the Funding Transaction, the Transfer Provider has full error
resolution obligations.

IV.A.1.d. Interbank Recovery Options

Where a Consumer denies authorizing or participating

in the Funding Transaction, the Consumer’s Bank may
charge back (i.e., return) the debit card transaction under
the applicable card network rules. The card network rules
permit the Consumer’s Bank to initiate a chargeback of a
debit card transaction for fraud within 120 calendar days
from the transaction date. The Transfer Provider’s merchant
acquiring bank then must absorb the loss for the amount of
the debit card transaction, unless it can show it has issued

a refund or the transaction was authorized.”2 Typically, the
Transfer Provider’s bank passes through these losses and
responsibilities to the Transfer Provider by contract.”? This
process happens outside the scope of Regulation E and the
Consumer’s Bank's ability to charge back the transaction has
no impact on its Regulation E obligations.

7 As discussed further in Section V, even if the Consumer’s Bank has the ability to initiate
a chargeback for a debit card transaction, the Consumer’s Bank is not guaranteed ultimate
recovery of the funds. For example, the Transfer Provider may re-present the chargeback
if it believes the transaction was authorized. If the Consumer has not submitted an error
notice to the Transfer Provider, the Transfer Provider’s standard for determining whether
the transfer is authorized may be different than the required standard under Requlation E
for unauthorized EFTs.

7 |f the Transfer Provider is liable for the debit card transaction, the Receiver will have a
windfall (and perhaps ill-gotten) gain unless the Transfer Provider is able to recover the
funds from the Receiver. The EFTA and Regulation E do not provide for any such recovery,
although the Transfer Provider may be able to leverage its agreement with the Receiver,
payment network rules, or other legal action to recover.
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IV.A.2. A Fraudster Obtains Transfer Provider
Access Device without the Consumer’s
Knowledge - Scenario Variation 2
(ACH Debit)

The facts are the same as in the Baseline Scenario (IV.A.1)
except the Consumer has provided ACH information
associated with the Consumer’s account at the Consumer’s
Bank to the Transfer Provider for use in connection with
Funding Transactions.

IV.A.2.a. The Consumer Asserts These
Facts and Claims Error to the
Consumer’s Bank

The Funding Transaction will be considered an unauthorized
EFT for the same reasons as discussed in the Baseline
Scenario. The Consumer has asserted an error to the
Consumer’s Bank.

IV.A.2.b. The Consumer’s Bank’s Error
Resolution Obligations

The Consumer’s Bank will not have full error resolution
obligations for the Funding Transaction under this scenario
because the Transfer Provider is a Service Provider. The
Transfer Provider does not hold the account being debited for
the Funding Transaction, has issued an access device that can
access the Consumer’s account at the Consumer’s Bank, and
the Transfer Provider and the Consumer’s Bank do not have
an agreement in place regarding the Funding Transaction
because, as discussed in Section Ill.A.5 above, the Nacha Rules
do not constitute an agreement. Therefore, the Consumer’s
Bank’s error resolution responsibilities are limited to those
described above in Section III.C.2.

IV.A.2.c. The Transfer Provider’s Error
Resolution Obligations

The Funding Transaction is unauthorized as to the Transfer
Provider for the same reasons as discussed in the Baseline
Scenario. As a Financial Institution with respect to the Funding
Transaction, the Transfer Provider has full error resolution
obligations. As the Transfer Provider is also a Service Provider,
the full error resolution obligations as discussed in Section
.C.1 will apply.

IV.A.2.d. Interbank Recovery Options

Even though the Consumer’s Bank does not have full error
resolution obligations, where a Consumer denies authorizing
or participating in the Funding Transaction, the Consumer’s
Bank may return the ACH debit under the Nacha Rules.

The Nacha Rules permit the Consumer’s Bank to return
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an unauthorized ACH debit within 60 calendar days from

the Settlement Date” of the transfer if it obtains a Written
Statement of Unauthorized Debit from the Consumer

and credits the Consumer’s account for the amount of

the returned ACH debit. The Transfer Provider’s bank that
originated the unauthorized debit must refund the amount
of that transfer to the Consumer’s Bank. Typically, the Transfer
Provider’s bank passes through the financial loss associated
with such returns to the Transfer Provider. This process
happens outside the scope of Regulation E.

IV.B. Fraudulent Inducement

IV.B.1. Fraudulent Inducement to Share Transfer
Provider Access Device - Baseline Scenario
(Debit Card)

The Consumer has a Prepaid Account or Wallet relationship
with a Transfer Provider. The Consumer has provided debit
card information associated with the Consumer’s account

at the Consumer’s Bank to the Transfer Provider for use in
connection with Funding Transactions. A fraudster tricks the
Consumer into sharing the Access Device (e.g., the Consumer’s
username and password to their Prepaid Account or Wallet)
enabled by Transfer Provider for use in initiating EFTs through
the Transfer Provider. The fraudster uses the Access Device

to instruct the Transfer Provider to transfer funds to the
fraudster’s bank account and the Transfer Provider executes
that instruction via an Intermediated Transfer.

IV.B.1.a. The Consumer Asserts These
Facts and Claims Error to the
Consumer’s Bank

The Funding Transaction in this scenario is an unauthorized
EFT as the Transfer Provider did not have “actual authority” to
initiate EFTs from the Consumer’s account at the Consumer’s
Bank. Even though the Consumer provided the access device
to the fraudster, the fraudster is unable to give such authority
to the Transfer Provider because the fraudster obtained such
device via fraud. As discussed above in Section Ill.A.6, the
commentary specifically notes EFTs initiated by a person
who “obtained the access device from the consumer through
fraud or robbery” are unauthorized EFTs. The CFPB has
further advised this remains the case even when a Consumer
voluntarily provides the information to a fraudster.”” The
Consumer has asserted an error to the Consumer’s Bank.

7 Under the Nacha Rules, the Settlement Date is “the date an exchange of funds with
respect to an Entry is reflected on the books of the applicable Federal Reserve Bank(s).”
Nacha Rules Section 8.103.

7> EFT FAQs, Error Resolution: Unauthorized EFTs, Question 5.
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IV.B.1.b. The Consumer’s Bank’s Error
Resolution Obligations

The Consumer’s Bank has full error resolution obligations
for the Funding Transaction under this scenario because
the Transfer Provider is not a Service Provider. As discussed
in Section lll.A.5 above, in order to be a Service Provider,
the Transfer Provider must not have an agreement in place
with the Consumer’s Bank. As the Funding Transaction in
this scenario involved a debit card transaction, the Transfer
Provider and the Consumer’s Bank have an agreement in
place (i.e., the card network rules) regarding the Funding
Transaction. Therefore, the Consumer’s Bank cannot rely on
the Service Provider rules under Regulation E.”®

As the Transfer Provider is also a Financial Institution with
respect to the Funding Transaction, the Consumer may also
submit an error claim to the Transfer Provider. However, this
does not alleviate the Consumer’s Bank of its error resolution
obligations, and the Consumer’s Bank may not condition
compliance with its error resolution obligations on the
Consumer asserting an error with the Transfer Provider.

IV.B.1.c. The Transfer Provider’s Error
Resolution Obligations

The Funding Transaction is unauthorized as to the Transfer
Provider because it was initiated by a person without actual
authority to initiate transfers from the Consumer’s account at
the Consumer’s Bank. As a Financial Institution with respect
to the Funding Transaction, the Transfer Provider has full error
resolution obligations.

IV.B.1.d. Interbank Recovery Options

Where a Consumer denies authorizing or participating

in the Funding Transaction, the Consumer’s Bank may
charge back (i.e., return) the debit card transaction under
the applicable card network rules. The card network rules
permit the Consumer’s Bank to initiate a chargeback of a
debit card transaction for fraud within 120 calendar days
from the transaction date. The Transfer Provider’s merchant
acquiring bank then must absorb the loss for the amount of
the debit card transaction, unless it can show it has issued

a refund or the transaction was authorized. Typically, the
Transfer Provider’s bank passes through these losses and
responsibilities to the Transfer Provider by contract. This
process happens outside the scope of Regulation E and the
Consumer’s Bank’s ability to charge back the transaction has
no impact on its Regulation E obligations.

TS EFT FAQs, Financial Institutions, Question 4.
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IV.B.2. Fraudulent Inducement to Share Transfer
Provider Access Device - Scenario
Variation 2 (ACH Debit)

The facts are the same as in the Baseline Scenario (1V.B.1)
except the Consumer has provided ACH information
associated with the Consumer’s account at the Consumer’s
Bank to the Transfer Provider for use in connection with
Funding Transactions.

IV.B.2.a. The Consumer Asserts These
Facts and Claims Error to the
Consumer’s Bank

The Funding Transaction in this scenario is an unauthorized
EFT for the same reasons as discussed in the Baseline
Scenario. The Consumer has asserted an error to the
Consumer’s Bank.

IV.B.2.b. The Consumer’s Bank’s Error
Resolution Obligations

The Consumer’s Bank will not have full error resolution
obligations for the Funding Transaction under this scenario
because the Transfer Provider is a Service Provider. The
Transfer Provider does not hold the account being debited for
the Funding Transaction, has issued an access device that can
access the Consumer’s account at the Consumer’s Bank, and
the Transfer Provider and the Consumer’s Bank do not have
an agreement in place regarding the Funding Transaction
because, as discussed in Section lll.A.5 above, the Nacha Rules
do not constitute an agreement. Therefore, the Consumer’s
Bank's error resolution responsibilities are limited to those
described above in Section I11.C.2.

IV.B.2.c. The Transfer Provider’s Error
Resolution Obligations

The Funding Transaction is unauthorized as to the Transfer
Provider for the same reasons as discussed in the Baseline
Scenario. As a Financial Institution with respect to the Funding
Transaction, the Transfer Provider has full error resolution
obligations. As the Transfer Provider is also a Service Provider,
the full error resolution obligations as discussed in Section
11.C.1 will apply.

IV.B.2.d. Interbank Recovery Options

Even though the Consumer’s Bank does not have full error
resolution obligations, where a Consumer denies authorizing
or participating in the Funding Transaction, the Consumer’s
Bank may return the ACH debit under the Nacha Rules.

The Nacha Rules permit the Consumer’s Bank to return
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an unauthorized ACH debit within 60 calendar days from

the Settlement Date of the transfer if it obtains a Written
Statement of Unauthorized Debit from the Consumer

and credits the Consumer’s account for the amount of

the returned ACH debit. The Transfer Provider’s bank that
originated the unauthorized debit must refund the amount
of that transfer to the Consumer’s Bank. Typically, the Transfer
Provider’s bank passes through the financial loss associated
with such returns to the Transfer Provider. This process
happens outside the scope of Regulation E.

IV.B.3. Fraudulent Inducement to Transfer Funds
Through Intermediated Transfer - Scenario
Variation 3 (Debit card)Z

The Consumer has a Prepaid Account or Wallet relationship
with a Transfer Provider. The Consumer has provided debit
card information associated with the Consumer’s account

at the Consumer’s Bank to the Transfer Provider for use in
connection with Funding Transactions. A fraudster tricks the
Consumer into initiating an Intermediated Transfer to pay for
goods or services the fraudster never intends to provide. The
Consumer instructs the Transfer Provider to transfer funds

to the fraudster’s bank account and the Transfer Provider
executes that instruction via an Intermediated Transfer. The
Consumer never receives the goods or services.

IV.B.3.a. The Consumer Asserts These
Facts and Claims Error to the
Consumer’s Bank

The Funding Transaction is not an unauthorized EFT because
the Consumer specifically directed the Transfer Provider to
pay the fraudster and, in so directing, also authorized the
Transfer Provider to make the Funding Transaction through

a debit to the Consumer’s account at the Consumer’s Bank
through the debit card on file with the Transfer Provider. As
discussed above in Section Ill.A.6, an unauthorized EFT must
be “initiated by a person other than the consumer without
actual authority to initiate the transfer.” The Consumer’s claim
also does not fall within any of the other error categories
discussed in Section Ill.A.7. The Consumer has not asserted an
error to the Consumer’s Bank.

’"Had the Funding Transaction been made via an ACH debit, the outcome would be the
same as described in this scenario. The Nacha Rules do not address returns for goods that
were never received so the Consumer’s Bank would not be able to take advantage of any
interbank process to recover the funds for the Consumer.
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IV.B.3.b. The Consumer’s Bank’s Error
Resolution Obligations

As the Consumer has not asserted an error, the Consumer’s
Bank does not have any error resolution obligations.

IV.B.3.c. The Transfer Provider’s Error
Resolution Obligations

The Funding Transaction is not unauthorized as to the

Transfer Provider because it was authorized by the Consumer.

As the Consumer has not asserted an error, the Transfer
Provider does not have any error resolution obligations.

IV.B.3.d. Interbank Recovery Options

Even though the Consumer’s Bank does not have error
resolution obligations, where a Consumer asserts they never
received goods and the Funding Transaction involved a
debit card transaction, the Consumer’s Bank may be able to
charge back (i.e., return) the debit card transaction under

the applicable card network rules. The card network rules
permit the Consumer’s Bank to initiate a chargeback of a
debit card transaction for non-receipt of goods, provided
any applicable conditions have been met, although charge
back rights may vary when the debit card was used for the
Funding Transaction (i.e., where the Transfer Provider is the
merchant) and the Receiver of the Payment Transaction is the
provider of goods not received.? If card network rules permit
the chargeback, the Transfer Provider’s merchant acquiring
bank then must absorb the loss for the amount of the debit
card transaction, unless it can show it has issued a refund or
the goods were received. Typically, the Transfer Provider’s
bank passes through these losses and responsibilities to the
Transfer Provider by contract.

IV.C. A Fraudster Associates the Consumer’s Bank
Account Information with the Fraudster’s Transfer
Provider Access Device

78 The Visa rules do not specifically address charge backs for transactions involving digital
wallet operators. However, the Mastercard rules state that a charge back for non-receipt
of goods cannot be used for transactions involving Staged Digital Wallets when “the funds
did not appear in the [Staged Digital Wallet]” and “chargeback rights are not available for
any subsequent purchase of goods or service from [a Staged Digital Wallet].” Mastercard
Chargeback Guide, Merchant Edition, 26 April 2022.
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IV.C.1. A Fraudster Provides the Consumer’s
Payment Information to the Transfer
Provider for Use in Funding Transactions
for Intermediated Transfers Initiated
through Fraudster’s Transfer Provider
Access Device - Baseline Scenario
(Debit Card)

A fraudster obtains the Consumer’s debit card information.
The fraudster establishes a Prepaid Account or Wallet
relationship with the Transfer Provider and uses the
Consumer’s debit card information as the payment method
for Funding Transactions. The fraudster instructs the Transfer
Provider to transfer funds and the Transfer Provider executes
that instruction via an Intermediated Transfer. The Consumer’s
account at the Consumer’s Bank is debited via the debit card
information. The Consumer does not have a relationship with
the Transfer Provider.

IV.C.1.a. The Consumer Asserts These
Facts and Claims Error to the
Consumer’s Bank

The Funding Transaction is an unauthorized EFT as the
Transfer Provider did not have “actual authority” to initiate
EFTs from the Consumer’s account at the Consumer’s Bank.
The fraudster is unable to give such authority to the Transfer
Provider because the fraudster is not an accountholder
authorized to transact on the Consumer’s account at the
Consumer’s Bank, is not an authorized user of the access
device issued by the Transfer Provider, or otherwise acting
on behalf of the Consumer. That the fraudster gained access
to the Consumer’s account at the Consumer’s Bank through
the Transfer Provider does not impact whether the fraudster
has authority to authorize EFTs from such account. The CFPB
has affirmed its position that these transfers are considered
unauthorized when the Consumer has no relationship with
the Transfer Provider.”2 The Consumer has asserted an error to
the Consumer’s Bank.

IV.C.1.b. The Consumer’s Bank’s Error
Resolution Obligations

The Consumer’s Bank has full error resolution obligations for
the Funding Transaction under this scenario. The Transfer
Provider is not a Financial Institution with respect to the
Consumer because it does not hold the Consumer’s account
and it has not agreed with the Consumer to provide EFT
services. The Transfer Provider also is not a Service Provider

72 EFT FAQs, Error Resolution: Unauthorized EFTs, Questions 3, 11.
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with respect to the Consumer because it has not issued an
access device to the Consumer that the Consumer can use to
access the Consumer’s account held by the Consumer’s Bank.

IV.C.1.c. The Transfer Provider’s Error
Resolution Obligations

As the Transfer Provider is neither a Financial Institution nor
a Service Provider with respect to the Consumer, it does not
have any error resolution obligations.

IV.C.1.d. Interbank Recovery Options

Where a Consumer denies authorizing or participating

in the Funding Transaction, the Consumer’s Bank may
charge back (i.e., return) the debit card transaction under
the applicable card network rules. The card network rules
permit the Consumer’s Bank to initiate a chargeback of a
debit card transaction for fraud within 120 calendar days
from the transaction date. The Transfer Provider’s merchant
acquiring bank then must absorb the loss for the amount of
the debit card transaction, unless it can show it has issued

a refund or the transaction was authorized. Typically, the
Transfer Provider’s bank passes through these losses and
responsibilities to the Transfer Provider by contract. This
process happens outside the scope of Regulation E and the
Consumer’s Bank's ability to charge back the transaction has
no impact on its Regulation E obligations.

IV.C.2. A Fraudster Provides the Consumer’s
Payment Information to the Transfer
Provider for Use in Funding Transactions
for Intermediated Transfers Initiated
through Fraudster’s Transfer Provider
Access Device - Scenario Variation 2
(ACH Debit)

The facts are the same as in the Baseline Scenario (IV.C.1)
except the fraudster has used the Consumer’s ACH

information as the payment method for Funding Transactions.

IV.C.2.a. The Consumer Asserts These
Facts and Claims Error to the
Consumer’s Bank

The Funding Transaction is an unauthorized EFT for the same
reasons as discussed in the Baseline Scenario.

IV.C.2.b. The Consumer’s Bank’s Error
Resolution Obligations

8 While the Transfer Provider is not required to resolve the Consumer’s claim under
Regulation E, the Consumer may have claims against the Transfer Provider and the fraudster
under other applicable laws.
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The Consumer’s Bank will have full error resolution obligations
for the Funding Transaction for the same reasons as discussed
in the Baseline Scenario.

IV.C.2.c. Transfer Provider’s Error
Resolution Obligations

The Transfer Provider does not have any error resolution
obligations for the same reasons as discussed in the Baseline
Scenario.

IV.C.2.d. Interbank Recovery Options

Where a Consumer denies authorizing or participating in the
Funding Transaction, the Consumer’s Bank may return the
ACH debit under the Nacha Rules. The Nacha Rules permit the
Consumer’s Bank to return an unauthorized ACH debit within
60 calendar days from the Settlement Date of the transfer if
it obtains a Written Statement of Unauthorized Debit from
the Consumer and credits the Consumer’s account for the
amount of the returned ACH debit. The Transfer Provider’s
bank that originated the unauthorized debit must refund the
amount of that transfer to the Consumer’s Bank. Typically,
the Transfer Provider’s bank passes through the financial loss
associated with such returns to the Transfer Provider. This
process happens outside the scope of Regulation E and the
Consumer’s Bank's ability to recover the funds through an
ACH return has no impact on its Regulation E obligations.

IV.D. Misdirected Payments

IV.D.1. Misdirected Payment Due to the Transfer
Provider’s Token Records Error — Baseline
Scenario (Debit Card)

The Consumer has a Prepaid Account or Wallet relationship
with a Transfer Provider. The Consumer has provided debit
card information associated with the Consumer’s account
at the Consumer’s Bank to the Transfer Provider for use

in connection with Funding Transactions. The Consumer
instructs the Transfer Provider to transfer funds to Person

A and the Transfer Provider executes that instruction via

an Intermediated Transfer. In the instruction to the Transfer
Provider, the Consumer uses the correct token information
(e.g., email address or mobile phone number) to identify
Person A. Due to inaccurate or outdated information in

the Transfer Provider’s directory, Person A’s information is
incorrectly associated with Person B. The funds are transferred
to Person B due to the directory error.
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IV.D.1.a. The Consumer Asserts These
Facts and Claims Error to the
Consumer’s Bank

Although “incorrect” EFTs are not defined by the EFTA or
Regulation E, the CFPB has opined these types of misdirected
payments may be incorrect EFTs.2' However, the CFPB did
not explain what types of “person-to-person digital payment
network services” it believes are covered by this opinion

on misdirected payments. As the opinion was provided in
connection with supervisory examinations of institutions,
the CFPB seems to be addressing only those services being
offered directly by a Financial Institution (i.e., a service a bank
offers to its customers in partnership with a P2P provider

or a service offered by a P2P provider that is a Regulation

E Financial Institution).82 In that case, the CFPB expects

the Financial Institution to ensure information related to
services it offers is correct and up to date. The CFPB did not
expressly address the obligations of a Financial Institution
holding the account used to fund a P2P transfer where the
P2P payment services are offered by third party, as is the case
with Intermediated Transfers. As such, a Consumer’s Bank that
does not directly offer the applicable P2P services is likely
outside the scope of the CFPB’s opinion.

The Intermediated Transfer services here are provided by
the Transfer Provider and not by the Consumer’s Bank. The
Consumer’s Bank only has responsibility for the Funding
Transaction, which does not involve an error as the incorrect
directory information did not impact the execution of the
Funding Transaction. Specifically, the Consumer’s Bank
properly processed the incoming debit to the Consumer’s
account, which transferred funds from the Consumer’s
account at the Consumer’s Bank to the Transfer Provider.

Only the Transfer Provider is responsible for the misdirected
Intermediated Transfer because it occurred solely as part of
the Transfer Provider’s responsibilities in carrying out the
Consumer’s instructions via the Intermediated Transfer. The
Consumer’s Bank can further bolster its position by showing it
has no relationship with the Transfer Provider and no control

8T CFPB Supervisory Highlights, Issue 25, Fall 2021, available at https:/files.
consumerfinance.gov/f/documents/cfpb_supervisory-highlights issue-25 2021-12.pdf.
As “incorrect” EFTs are not defined in the EFTA, Requlation E, or its commentary, an
informal opinion defining an incorrect EFT that occurs outside the rulemaking process is not
binding law.

82/d. at page 6 (“Supervision conducted examinations of institutions in connection with the
provision of person-to-person digital payment network services.”).
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over or ability to determine the accuracy of the Transfer
Provider’s directory.

Where there was no error in executing the Funding
Transaction, the misdirected Intermediated Transfer is not
an incorrect EFT with respect to the Consumer’s Bank. As

the Consumer initiated the Intermediated Transfer, it is not
an unauthorized EFT. The Consumer’s claim also does not
fall within any of the other error categories discussed in
Section lllLA.7. The Consumer has not asserted an error to the
Consumer’s Bank.

IV.D.1.b. The Consumer’s Bank’s Error
Resolution Obligations

As the Consumer has not asserted an error, the Consumer’s
Bank does not have any error resolution obligations.t

IV.D.1.c. The Transfer Provider’s Error
Resolution Obligations

The Intermediated Transfer is an incorrect EFT as to the
Transfer Provider based on the CFPB’s guidance. The Transfer
Provider is a Financial Institution because it has issued

an Access Device to the Consumer and agreed with the
Consumer to provide EFT services through Intermediated
Transfers. As the issue stems from the Transfer Provider’s
directory and results in the Intermediated Transfer being
delivered to an unintended Receiver, any argument that the
Intermediated Transfer is not an incorrect EFT will most likely
be unsuccessful. As a Financial Institution with respect to the
Intermediated Transfer, the Transfer Provider has full error
resolution obligations.

IV.D.1.d. Interbank Recovery Options

The card network rules do not address interbank recovery for
these types of misdirected payments.

IV.D.2. Misdirected Payment Due to the Transfer
Provider’s Token Records Error - Scenario
Variation 2 (ACH Debit)

The facts are the same as in the Baseline Scenario (IV.D.1)
except the Consumer has provided ACH information
associated with the Consumer’s account at the Consumer’s
Bank to the Transfer Provider for use in connection with
Funding Transactions.

8 Consumer’s Bank may elect to initially treat the Funding Transaction as a non-Regulation
E complaint in order to investigate and confirm the misdirected payment was not in fact due
to any error on Consumer Bank's part.
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IV.D.2.a. The Consumer Asserts These
Facts and Claims Error to the
Consumer’s Bank

The Funding Transaction is not an incorrect EFT as to the
Consumer’s Bank for the same reasons as discussed in the
Baseline Scenario.

IV.D.2.b. The Consumer’s Bank’s Error
Resolution Obligations

As the Consumer has not asserted an error, the Consumer’s
Bank does not have any error resolution obligations.

IV.D.2.c. The Transfer Provider’s Error
Resolution Obligations

The Intermediated Transfer is an incorrect EFT as to the
Transfer Provider for the same reasons as discussed in the
Baseline Scenario. As a Financial Institution with respect to
the Intermediated Transfer, the Transfer Provider has full error
resolution obligations. However, as the Transfer Provider is
also a Service Provider, the obligations as discussed in Section
11.C.1 will apply.

IV.D.2.d. Interbank Recovery Options

The Nacha Rules do not provide a returns process for the
Consumer’s Bank for these types of misdirected payments.

IV.D.3. Misdirected Payment Due to the
Consumer’s Error - Scenario Variation 3

The Consumer has a Prepaid Account or Wallet relationship
with a Transfer Provider. The Consumer has provided debit
card or ACH information associated with the Consumer’s
account at the Consumer’s Bank to the Transfer Provider for
use in connection with Funding Transactions. The Consumer
intends to instruct the Transfer Provider to transfer funds
to Person A, but, in the instruction to the Transfer Provider,
the Consumer accidentally inputs incorrect identifying
information. The incorrect information is associated with
Person B. The Transfer Provider executes the Consumer’s
instruction via an Intermediated Transfer and the funds are
transferred to Person B.

IV.D.3.a. The Consumer Asserts These
Facts and Claims Error to the
Consumer’s Bank

This scenario is not directly addressed by the EFTA or
Regulation E. As discussed in the baseline scenario, the CFPB's
opinion suggests an incorrect EFT involves some issue or
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mistake caused by the Financial Institution offering a P2P
payment service. There is no controlling guidance suggesting
a mistake by the consumer results in an incorrect EFT. Further,
the Intermediated Transfer services here are provided by

the Transfer Provider and not by the Consumer’s Bank. As

the Consumer initiated the Intermediated Transfer, it is not

an unauthorized EFT. The Consumer’s claim also does not

fall within any of the other error categories discussed in
Section lll.A.7. The Consumer has not asserted an error to the
Consumer’s Bank.

IV.D.3.b. The Consumer’s Bank’s Error
Resolution Obligations

As the Consumer has not asserted an error, the Consumer’s
Bank does not have any error resolution obligations.

IV.D.3.c. The Transfer Provider’s Error
Resolution Obligations

The Intermediated Transfer is not an incorrect EFT as to

the Transfer Provider as there is no applicable guidance
suggesting as much. As the Consumer has not asserted an
error, the Transfer Provider does not have any error resolution
obligations.

IV.D.3.d. Interbank Recovery Options

Neither the card network rules nor the Nacha Rules address
interbank recovery for these types of misdirected payments.

IV.E. Amount Errors

If the Transfer Provider makes a mistake in executing the
Consumer’s instruction to send a particular amount of funds,
under Regulation E the mistake constitutes a “computational
or bookkeeping error made by the financial institution [the
Transfer Provider] relating to an [EFT].”8* Thus, the Transfer
Provider is responsible for resolving such amount errors in
any scenario where the Transfer Provider's mistake results in a
different amount of funds being debited from the Consumer’s
account or delivered to the Receiver than the amount the
Consumer had instructed.

Under Regulation E, the “computational or bookkeeping”
error category encompasses only those “error[s] made

by the financial institution.” Therefore, when the amount
of a Funding Transaction differs from the Consumer’s
instruction due to a mistake by the Transfer Provider, such
“computational or bookkeeping” error would not apply to

812 C.FR. 1005.11(@)(1)(iv).
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the Consumer’s Bank as it did not make the mistake. In that
case, the Consumer’s Bank is not required to investigate and
resolve the error.

However, if the Transfer Provider’s mistake results in a debit
to the Consumer’s Account in excess of what the Consumer
authorized, the Consumer’s Bank is also responsible for
resolving the error but only as to the excess amount. The
debit of such excess amount is unauthorized and the error
resolution requirements and interbank recovery options
previously discussed would apply.&

IV.F. Funding Variations

A P2P transfer may involve an Intermediated Transfer or a
Split-Funded P2P Transfer or may be fully funded by a Stored
Balance.

Where a P2P transfer is wholly funded by a Stored Balance
in the Consumer’s Prepaid Account and the Consumer has
asserted an error, only the Transfer Provider has Regulation
E error resolution obligations. The Consumer’s Bank does
not have error resolution obligations because no part of
the P2P transfer involved an EFT to the account held by the
Consumer’s Bank.

Where a P2P transfer is a Split-Funded P2P Transfer and the
Consumer has asserted an error, both the P2P Provider and
the Consumer’s Bank have Regulation E error resolution
obligations with respect to the portion of the transfer that

is the Intermediated Transfer, but only the P2P Provider has
error resolution obligations with respect to the portion of the
transfer that is the Stored Balance Transfer.

For example, consider a $100 Split-Funded P2P Transfer

that is funded by a $40 Stored Balance and a $60 Funding
Transaction. With respect to the Funding Transaction, the

P2P Provider is a Transfer Provider and therefore is a Financial
Institution under Part (b) and may be a Service Provider

if the Funding Transaction is made via an ACH debit. The
Consumer’s Bank is also a Financial Institution for the Funding
Transaction as it holds the account being debited (i.e., the

8 This position is supported by past rulemakings discussing the provisional credit
requirement, where the Board stated “[t]his section requires the institution to provisionally
recredit the consumer’s account in the amount of the alleged error. Some commenters
requested clarification of the amount that should be recredited if only part of the transfer is
questioned. If the statement reflects a $100 transfer and the consumer claims to have made
a $10 transfer, for example, the institution would have to recredit $90, not $100.” Electronic
Fund Transfers, 45 Fed. Reg. 8255 (Feb. 6, 1980). Although the Board did not opine on what
type of error this would be, the excess amount would likely be considered unauthorized
from the Consumer’s Bank’s perspective as the Transfer Provider did not have authority to
debit the excess amount.
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Consumer’s account at the Consumer’s Bank). However, the
P2P Provider is a Financial Institution under Part (a) for the
Stored Balance Transfer portion of the P2P transfer because
it holds the Consumer’s account that is being debited (i.e.,
the Consumer’s Prepaid Account with the P2P Provider). The
Consumer’s Bank is not a Financial Institution for the Stored
Balance Transfer portion because it does not hold the account
being debited and has not issued an Access Device for such
account. As a result, the Consumer’s Bank is responsible for
error resolution only as to the Funding Transaction portion
of the transfer as only that portion resulted in an EFT to

the account held by the Consumer’s Bank (i.e., the $60
Funding Transaction). The P2P Provider is responsible for
error resolution as to the full $100 Split-Funded P2P Transfer
because it is a Financial Institution for the entire P2P transfer.
If the P2P Provider credits the Consumer for an error involving
the Split-Funded P2P Transfer, the Consumer’s Bank may

be able to rely on that information to show that any error
specific to the Funding Transaction has been resolved and it
is not also required to provide a credit for the same error, as
discussed in Sections II.C.1 and lll.D.1.a.

24



Under the payment card network rules,8 the Sender’s Bank
may be able to charge back a debit card transaction to the
Transfer Provider’s merchant acquiring bank. Where the
Sender’s Bank is liable to the Sender for a transaction, the
chargeback process potentially allows the Sender’s Bank to
shift the loss to the Transfer Provider’s merchant acquiring
bank, who will typically pass the loss on to the Transfer
Provider. The Sender’s Bank is not required to have suffered
a loss in order to take advantage of the chargeback process
as the process happens completely outside the scope of
any party’s Regulation E obligations or liabilities. The types
of disputes covered by the chargeback process are broader
than those covered by Regulation E’s error resolution process.
In other words, even if a Sender’s dispute is not covered by
Regulation E, it may be covered by the chargeback process.

The chargeback process typically begins when the Sender
notifies the Sender’s Bank of a dispute regarding a debit

card transaction, such as by claiming the transaction is
unauthorized or that they never received the goods or
services paid for with the transaction. Once the Sender’s Bank
has sufficient information regarding a transaction, it may
initiate a chargeback, even if the Sender has not specifically
asked the Sender’s Bank to do so. Depending on the type of
dispute involved, the Sender’s Bank may be required to certify
or provide documentation supporting the Sender’s dispute as
part of the chargeback process or the Sender may be required
to take certain actions before being able to take advantage

of the chargeback process. The Sender’s Bank may also be
required to provide a provisional credit to the Sender as part
of the chargeback process.

Once the Sender’s Bank submits a chargeback claim, the
acquiring bank typically has an opportunity to represent

the charge (i.e., dispute the chargeback). For example, when
the Sender’s Bank charges back a debit card transaction
because the Sender denies authorizing or participating in
the transaction, the acquiring bank may be able to represent
the charge if it has evidence that the Sender authorized the
transaction or the dispute is invalid. If an acquiring bank
represents a charge, the Sender’s Bank may either accept the

8 This section provides a general overview of the chargeback process. However, the specific
requirements and processes may vary based on the type of dispute involved and the
applicable payment network rules.
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representment or continue to dispute the transaction. If the
Sender’s Bank accepts the representment, liability for the
transaction shifts back to the Sender’s Bank. If the Sender’s
Bank decides to continue to dispute the transaction, it may
either submit a second chargeback (such as if it has new
evidence) or it may be subject to an arbitration claim from the
acquiring bank or the Transfer Provider.

Consider a scenario where a Sender has claimed they did

not authorize a Funding Transaction conducted via a debit
card transaction. The Sender’s Bank initiates a chargeback

to the Transfer Provider's merchant acquiring bank and
provides provisional credit to the Sender. The acquiring bank
notifies the Transfer Provider that the Funding Transaction
has been charged back. Upon notice of the chargeback, the
Transfer Provider collects sufficient evidence®” that the Sender
authorized the transaction and provides that evidence to its
acquiring bank. The acquiring bank provides the evidence to
the Sender’s Bank through a representment. After reviewing
the evidence, the Sender’s Bank must determine whether to
accept or deny the representment.

If the Sender’s Bank decides to continue to dispute the
transaction, either by rejecting the representment or
submitting a second chargeback, the Transfer Provider can
also continue to dispute the chargeback and the parties may
end up in arbitration. The arbitration process is also governed
by the applicable card network rules.

As the Transfer Provider can dispute a chargeback, the
chargeback process is not a guarantee of recovery for the
Sender’s Bank. As a result, the Sender’s Bank may still be
liable for any loss even after it goes through the chargeback
process.

¢ Depending on the applicable card network rules, this evidence may include documenta-
tion that the transaction was initiated using the Sender’s mobile device or other documen-
tation showing a link between the Sender and the transaction.
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As P2P transfers continue to be popular with consumers,
understanding each party’s obligations for error resolution
when the P2P payment service uses Intermediated Transfers
is important for all parties involved. This helps ensure
consumers know which party they should reach out to
when there are unauthorized payments or other errors
involving an Intermediated Transfer. Transfer Providers

that offer EFT services play a key role in protecting their
consumer customers and should understand the scope

of their Regulation E responsibilities. It is also important

for banks to understand their regulatory obligations even
though Intermediated Transfers are offered and facilitated
by a Transfer Provider. Clarity for all parties involved ensures
consumer’s error claims are investigated and resolved by the
applicable financial institution in a compliant and

timely manner.
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This Appendix A provides additional details on the
procedures a Financial Institution must follow in connection
with fulfilling its error resolution obligations.

1. Consumer’s Notice of Error

A consumer’s notice of error may be either oral or written.

If a consumer provides oral notice, the Financial Institution
may require the consumer to provide written confirmation

of the error within 10 days of the oral notice, but the timing
requirements are still based on the date the Financial
Institution received the oral notice.® If the Financial
Institution requires such written confirmation, it must inform
the consumer of the requirement and where the confirmation
must be sent at the time the consumer provides oral notice.®

Financial Institutions may require the consumer to give
notice only at a specified telephone number or address
disclosed by the Financial Institution as long as the Financial
Institution “maintains reasonable procedures to refer the
consumer to the specified telephone number or address if
the consumer attempts to give notice to the institutionin a
different manner.”? If the Financial Institution maintains such
procedures and those procedures were followed with respect
to a consumer, then the Financial Institution is not obligated
to act on a notice of error provided to the wrong address by
that consumer.

2. Required Scope of Investigation

A Financial Institution must review its own records for each
alleged error2' If the error involved a transfer to or from a
third party, a Financial Institution’s review of its own records
satisfies the investigation requirements if the Financial
Institution does not have an agreement with the third party
for the type of EFT involved.®? An “agreement” for purposes
of the investigation requirements includes any “agreement

812 C.F.R.§1005.11(b)(2).

®1d.

12 C.ER. Part 1005, Supp. I, comment 11(b)(1)-6.
12 C.FR.§1005.11(c)(4).

21d.
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that a third party will honor an access device.” Participation
in transfers “that are cleared through an ACH or similar
arrangement for the clearing and settlement of fund transfers
generally” does not constitute an agreement, even if the
Financial Institution “agrees to be bound by the rules of such
an arrangement.”*

If there is no agreement between the Financial Institution
and the third party, a Financial Institution “must review any
relevant information within the institution’s own records for
the particular account to resolve the consumer’s claim. The
extent of the investigation required may vary depending on
the facts and circumstances. However, a [Financial Institution]
may not limit its investigation solely to the payment
instructions where additional information within its own
records pertaining to the particular account in question could
help to resolve a consumer’s claim. Information that may be
reviewed as part of an investigation might include:

e The ACH transaction records for the transfer;

e The transaction history of the particular account for a
reasonable period of time immediately preceding the
allegation of error;

e Whether the check number of the transaction in question
is notably out-of-sequence;

e The location of either the transaction or the payee in
question relative to the consumer’s place of residence and
habitual transaction area;

¢ Information relative to the account in question within the
control of the institution’s third-party service providers
if the [Financial Institution] reasonably believes that it
may have records or other information that could be
dispositive; or

¢ Any other information appropriate to resolve the claim.”®

If there is an agreement between the Financial Institution and
the third party, a Financial Institution’s review of only its own

%12 C.ER. Part 1005, Supp. I, comment 11(c)(4)-4.
*d.

%12 C.ER. Part 1005, Supp. I, comment 11(c)(4)-5.
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records may not satisfy the investigation requirements. “[lIf a
merchant honors an access device in a shared system and a
consumer asserts an error involving that transfer, for example,
the financial institution must check with the merchant.”* In
such cases, review of the Financial Institution’s own records
should be supplemented by information supplied by the
merchant unless the Financial Institution is able to definitively
determine that no error occurred based on its own records.”
A Financial Institution is permitted to correct an error without
conducting an investigation, provided it complies with all
other applicable error resolution requirements.®®

A Financial Institution has 10 business days to complete the
investigation and determine whether an error has occurred.?®
The 10 business-day timeframe can be extended to 45
calendar days if the Financial Institution does the following:

e Provisionally credits the consumer’s account in the amount
of the alleged error within 10 business days of receiving
the consumer’s error notice;

¢ Informs the consumer of the amount and date of the
provisional credit within two business days of making such
credit; and

e Allows the consumer full use of the provisionally credited
funds.!®®

If a Financial Institution required written confirmation of an
oral notice and did not receive such confirmation within 10
business days of the oral notice, the Financial Institution does

%45 Fed. Reg. 8256.

% See Green v. Capital One, N.A., 557 F. Supp. 3d 441, 452-453 (S.D.N.Y. 2021) (“Capital One
cites [Cifaldo v. BNY Mellon Inv. Serv. Trust Co.] to argue that its outreach to Square fulfilled
its statutory obligations. In Cifaldo, the District of Nevada found the defendant had “suf-
ficiently investigated” the alleged error under § 1693f when the defendant’s letter stated
that ts denial “was based on the information provided to [it] verbally by the merchant,”
and subsequently provided the plaintiff with documentation corroborating the merchant’s
verbal representations. ... [Section] 205.11 and the Official Interpretation make clear that
afinancial institution’s core obligation is to conduct a reasonable investigation of its own
records, and that outreach to a third-party merchant is simply one permissible investigative
technique to supplement such an investigation. ... Thus, with due consideration of the
Official Interpretation, Cifaldo is best understood as holding that a third-party merchant’s
evidence and representation that a transaction was authorized may suffice to meet §
1693f's investigatory requirements—such as when the plaintiff fails to allege that there is
other relevant evidence within the bank’s own records that the bank failed to consider—
but it does not constitute a per se rule.”)

%12 C.ER. Part 1005, Supp. |, comment 11(c)-4.
%12 C.FR.§1005.11(c)(1).

1012 CFR. §1005.11(c)(2).
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not have to provide the provisional credit but may still take
advantage of the 45-day timeframel1? If the error involves an
alleged unauthorized EFT and the Financial Institution has
complied with the liability provisions discussed in paragraph
4 below, the Financial Institution may withhold a maximum of
$50 from the provisional credit.!%2

The 45-day timeframe may also be extended further in
certain situations. A Financial Institution may take up to 90
calendar days to complete its investigation when the EFT at
issue resulted from a point-of-sale debit card transaction.!®
This includes all debit card transactions made at a merchants’
point-of-sale terminal, including cash-only, mail and
telephone transactions1% A 90-day timeframe also applies
when the EFT at issue was not initiated in a state% A special
timeframe also applies when the EFT at issue was made
within thirty days after the first deposit to the account. In that
case, the original 10 business-day timeframe is automatically
extended to 20 business days and the 45-day timeframe is
automatically extended to 90 calendar days.1%

3. Determination Whether Error Occurred

After completing the investigation, a Financial Institution has
three business days to notify the consumer of the results1” If
the investigation reveals that an error occurred, the Financial
Institution must correct the error within one business day
after determining an error occurred.®® The correction must
include crediting interest and refunding fees, if applicable1®
Notice to the consumer that the error occurred as alleged
may be provided either in writing or orally. If investigation
reveals that no error occurred or a different error occurred,
the Financial Institution must provide a written explanation

112 CER.§1005.11(c) 2))(A).

1212 CER. §1005.11(c)(2)(i).

%12 CFR.§1005.11(c)(3)(ii)(B).

10412 C.E.R. Part 1005, Supp. I, comment 11(c)(3)-1.
1512 CER.§1005.11(c) 3)(i)(A).

1612 CER.§1005.11()3)(i), ()3)(ii)(C).

1712 CER. §1005.11(c)(1), ()(2)(iv).

19612 CER. §1005.11(c)(1), (c) (2)(ii).

1912 C.E.R. Part 1005, Supp. I, comment 11(c)-6.

012 C.ER. Part 1005, Supp. I, comment 11(c)-1.
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of its findings to the consumer, including a statement that
the consumer has a right to request the documentation
supporting that finding™ Documentation must be provided
promptly upon such a request.”?

If a Financial Institution will debit a provisional credit, it

must notify the consumer of the following: (i) the date of the
debit; (ii) the amount of the debit, and (iii) that the Financial
Institution will honor, without charge, all checks, drafts, or
similar instruments payable to third parties and preauthorized
transfers from the account for five business days after the
notification. 2 A Financial Institution only needs to honor
items that would have been paid if the provisional credit

had not been debited™ As an alternative to honoring items
for five business days, a Financial Institution may notify the
consumer that their account will be debited five business days
from the notice, specifying the calendar date on which the
account will be debited*®

4. Consumer Liability for Error

If the error involves an unauthorized EFT, the Financial
Institution may impose some liability on the consumer under
certain circumstances. As a prerequisite to imposing liability,
the Financial Institution must disclose to the consumer a
summary of consumer’s liability for an unauthorized EFT,

the telephone number and address where a consumer may
notify the Financial Institution of an unauthorized EFT, and
the Financial Institution’s business days.¢ If an access device

12 C.ER.§1005.11(d)(1).

",

812 CFR.§1005.11(d)(2).

112 CER. §1005.11(d)()(ii).

512 C.ER. Part 1005, Supp. I, comment 11(d)(2)-1.

1612 C.FR.§1005.6(a).
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was used as part of the unauthorized EFT, two additional
prerequisites apply: (i) it must be an accepted access device'Z
and (ii) the Financial Institution must have provided a way to
identify the consumer to whom the device was issued, such as

a PIN or signature comparison.1®

The amount of liability a Financial Institution may impose

on a consumer depends on when the consumer notifies the
Financial Institution that an unauthorized EFT has occurred.
Notice may be provided in person, by telephone, or in writing
and is considered given when the consumer takes reasonable
steps to provide the Financial Institution with pertinent
information, regardless of whether the Financial Institution
actually receives such notice™® Where the Financial Institution
has disclosed a specific telephone number or address for
consumers to provide notice of an unauthorized EFT and the
consumer provides notice at a different telephone number

or address, the Financial Institution is still considered to have
received the notice.?® A Financial Institution may also receive
constructive notice, such as when the Financial Institution on
its own learns of information sufficient to lead to a reasonable
belief that an unauthorized EFT has occurred2

7 An access device becomes an ‘accepted access device’ when the consumer: (i) Requests
and receives, or signs, or uses (or authorizes another to use) the access device to transfer
money between accounts or to obtain money, property, or services; (ii) Requests validation
of an access device issued on an unsolicited basis; or (iii) Receives an access device in renew-
al of, or in substitution for, an accepted access device from either the financial institution
that initially issued the device or a successor.” 12 C.F.R. § 1005.2(a)(2).

812 C.F.R.§1005.6(a); 12 C.FR. Part 1005, Supp. |, comment 6(a)-1.

912 C.ER.§1005.6(b)(5).

12012 C.ER. Part 1005, Supp. I, comment 6(h)(5)-1.

12112 C.FR. § 1005.6(b)(5)(iii).
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The timeframes for providing notice depend on whether or not an Access Device was used. If an Access Device used in an alleged
unauthorized EFT was lost or stolen, there are three tiers of consumer liability, and the applicable tier is determined based on the
timeframe within which the consumer provides notice to the Financial Institution that the Access Device was lost or stolen:

-_

Timeframe Unauthorized EFTs occurring within two business Unauthorized EFTs occurring more than two Unauthorized EFTs occurring more than 60 calen-
days from the date the consumer learns of the loss business days after the consumer learns of the loss dar days from the date the Financial Institution
or theft.””2 or theft but within 60 calendar days of the date the sends the periodic statement reflecting the first

Financial Institution sends the periodic statement unauthorized EFT.*

reflecting the first unauthorized EFT.'2

Liability The amount of the unauthorized EFTs occurring Tier 1 amount plus amount of the unauthorized Tier 2 amount plus amount of the unauthorized
Calculation within the Tier 1 timeframe, up to $50. EFTs occurring within the Tier 2 timeframe, EFTs occurring within the Tier 3 timeframe.””
up to $500.1%¢

The consumer is not liable for unauthorized EFTs occurring after notice is provided to the Financial Institution. For example, if the
consumer provides notice during the Tier 2 timeframe, the liability calculation runs through the notice date rather than through
the full Tier 2 timeframe.

If no Access Device was used, or if an Access Device was used but was not lost or stolen, there are two tiers of liability which are
based on the timeframe within which the consumer provides notice to the Financial Institution of the unauthorized EFTs:

-_

Timeframe Unauthorized EFTs occurring within 60 days of the date the Financial Institution Unauthorized EFTs occurring more than 60 days from the date the Financial

sends the periodic statement reflecting the first unauthorized EFT." Institution sends the periodic statement reflecting the first unauthorized EFT."”
Liability No liability.” Amount of the unauthorized EFTs occurring within the Tier 2 timeframe.™
(alculation

212 C.ER.§1005.6(b)(1). The day the consumer learns of the loss or theft does not count towards the two business days. 12 C.F.R. Part 1005, Supp. |, comment 6(b)(1)-3.
212 CFR.§1005.6(b)(2).

112 C.FR.§1005.6(b)(3).

12512 C.E.R.§1005.6(h)(1); 12 C.F.R. Part 1005, Supp. I, comment 6(b)(1)-1.

1612 C.ER.§1005.6(b)(2); 12 C.F.R. Part 1005, Supp. I, comment 6(b)(2)-1. In order to impose liability for unauthorized EFTs occurring after the Tier 1 timeframe, the Financial Institution must be
able to show the unauthorized EFTs would not have occurred had the consumer provided notice within the Tier 1 timeframe.

1712 CFR.§1005.6(b)(2); 12 C.E.R. Part 1005, Supp. I, comment 6(b)(3)-1. In order to impose liability for unauthorized EFTs occurring after the Tier 2 timeframe, the Financial Institution must be
able to show the unauthorized EFTs would not have occurred had the consumer provided notice within the Tier 2 timeframe.

2812 C.F.R.§1005.6(h)(3).
129 Id‘
012 CFR.§1005.6(b)(3); 12 C.F.R. Part 1005, Supp. |, comment 6(b)(3)-2.

112 C.E.R.§1005.6(b)(3); 12 C.F.R. Part 1005, Supp. I, comment 6(h)(3)-2. In order to impose liability for unauthorized EFTs occurring after the Tier 1 timeframe, the Financial Institution must be
able to show the unauthorized EFTs would not have occurred had the consumer provided notice within the Tier 1 timeframe.
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The consumer is not liable for unauthorized EFTs occurring
after notice is provided to the Financial Institution. For
example, if the consumer provides notice during the Tier 2
timeframe, the liability calculation runs through the notice
date and the consumer cannot be held liable for unauthorized
EFTs occurring after the notice date.

If a Financial Institution seeks to impose liability on a
consumer for an alleged unauthorized EFT, it is up to the
Financial Institution to prove the EFT was authorized or

ERRORRESOLUTION FOR P2P PAYMENT SERVICES: BEYOND THE CFPB FAQS

the prerequisites of liability have been met.*2 As a result,

if a Financial Institution seeks to conclude that an alleged
unauthorized EFT was authorized (i.e., that no error occurred),
then the Financial Institution has the burden of collecting
sufficient evidence to prove the consumer authorized the EFT
at issue. Similarly, if a Financial Institution seeks to impose
liability on the consumer for unauthorized EFTs, then the
Financial Institution has the burden of showing it complied
with the applicable prerequisites.

5215 1.5.C.§ 1693q(b).
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Appendix B

Split-Funded P2P Transfer Example lllustration

Stored
Balance
mun
il TP
Account
SENDER TRANSFER RECEIVER
PROVIDER
1. Sender instructs Transfer Provider 4. Transfer Provider initiates
to pay Receiver. Split-Funded P2P Transfer to deliver
2.Sender has a stored balance in a funds fcre R((e;elvedr (\;l.a bozk
Prepaid Account with the Transfer fntr);;,, Th cre |t.or ef It car
Provider that will cover some but “]]I“]] Sender’s Spt:s F). d edppozrl’;l_o}n © ? hat
not all of the payment amount. 1 Account plit-funde } ransfert at. 15 )
funded by a Funding Transaction is
3. Transfer Provider, through its an Intermediated Transfer,- the
relationship with a depository SENDER’S portion of a Split-Funded P2P
institution, initiates a Funding BANK Transfer that is funded by a Stored
Transaction (via ACH debit or debit Balance is a Stored Balance Transfer.

card) to transfer funds to the TP
Account for the remainder of the
payment amount.

Notes:

« For simplicity, the illustration does not reflect the Transfer Provider’s bank, which at the Transfer Provider’s direction
would originate/transmit the Funding Transaction into the ACH network or card network. The same bank may also
hold the TP Account for the Transfer Provider.
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Stored Balance Transfer Example lllustration

Stored
Balance
I E N |
SENDER TRANSFER RECEIVER
PROVIDER
TP
Account
1. Sender instructs Transfer Provider 3. Transfer Provider credits Prepaid
to load funds to Prepaid Account. Account with the Stored Balance.
2. Transfer Provider, through its 4.Sender instructs Transfer Provider
relationship with a depository to send funds to a Receiver.

institution, initiates a debit (via ACH

debit or debit card) to transfer ©
funds to “load” or fund a Stored “]]I“]]

Balance in a Prepaid Account.

5. Transfer Provider initiates Stored
Sender’s Balance Transfer to deliver funds to
the Receiver (via book entry, ACH
credit or debit card “push”).

Account

SENDER'’S
BANK

Notes:

« For simplicity, the illustration does not reflect the Transfer Provider’s bank, which at the Transfer Provider’s direction
would originate/transmit the debit into the ACH network or card network. The same bank may also hold the TP
Account for the Transfer Provider.
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